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1, 2, 5.5, 
11; 6, 9, 
12, 18, 24, 
36, 48, 54 

2.4 GHzDSSS, 
HR-
DSSS, 
OFDM

802.11g

6, 9, 12, 
18, 24, 36, 
48, 54 

5.2, 5.5 
GHz

OFDM802.11a

1, 2, 5.5, 
11,
22, 33, 44

2.4 GHzDSSS, 
HR-
DSSS, 
(PBCC)

"802.11b+" 
non-standard 

1, 2, 5.5, 
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2.4 GHzDSSS, 
HR-DSSS

802.11b 

1, 22.4 GHz, 
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FHSS, 
DSSS, IR
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� � � '$( ( � &�, - . �*���: �; - 8
� Published in 1999
� Products available since early 

2003
� � � '$( ( � &�� 
� � ����� ��� �, - . �*���'$< �

; - 8
� Published in 1999
� Products available since 1999
� Interoperability tested (wifi)

� ���+���,���	�
�����$

� � � '$( ( � &�= � �+ �*���'$< �; - 8
� Published in june 2003
� Products available, though no 

extensive interoperability 
testing yer

� Backward compatiblity with 
802.11b Wi-Fi
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Example: 802.11a case
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11 Mb/s DSS
da ~30 a ~45 metri

5.5 Mb/s DSS
da ~45 a ~76 metri

2 Mb/s DSS
da ~76 a ~107 metri

Configurable TX power:
50, 30, 20, 5, 1 mW
(100 mW outside Europe)

Greater TX power, faster battery consumptions!
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� A � � 
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� � � � ����
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� 3 �����*����
" � ��� , �> �� �
� � �
» To be precise: when the AP acts as “portal” in 802.11 

nomenclature

802 IEEE
48 bit address

1 bit = individual/group
1 bit = universal/local

46 bit adress

C:> arp –a
192.168.1.32 00.0a.e6.f7.03.ad dinamico
192.168.1.43 00.06.00.32.1a dinamico
192.168.1.52 00.82.00.11.22.33
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PHY IEEE 802.11 Data 0 - 2312 FCS

Protocol
version

Type Sub Type info

2 2 12

Sub Type To 
DS

From
DS

More
Frag

Retry Pwr
MNG

More
Data

WEP Order

4 1 1 1 1 1 1 1 1

Frame
Control

Duration
/ ID

Address 1 Address 2 Address 3 Sequence
Control

Address 4 Data
Frame
check

sequence

2 2 2 40-23126666

Fragment
number

Sequence number

4 12
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9�
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AP

Network infrastructure
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AP

Network infrastructure

BSS: AP = relay function
No direct communication allowed!

IBSS: direct communication
between all pairs of STAs
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� �� 
� �� �
� � � �� ������ �
�� � � 
��	 
�� �
��� ���+ B �
� ��� ��� ���
�But only need to make sure they remain properly associated to the 

AP
�Association = get connected to (equivalent to plug-in in a wire to a 

bridge � )
� )�<���2�(����

� � , � � � ��� � � 
� ��+ B �
� ��� �
����	 ���� � D 
� � �*� � " �
�� �
�by buffering frames dedicated to a (sleeping) MS when it is in PS 

mode

� �$(��
� 	���	(��������
���"�����$��	<�	�" �<���?
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AP1

AP2 AP3 AP4

BSS1

BSS2 BSS3 BSS4

ESS: created by merging different BSS through a network infrastructure
(possibly overlapping BSS – to offer a continuous coverage area)

Stations within ESS MAY communicate each other via Layer 2 procedures
APs acting as bridges
MUST be on a same LAN or switched LAN or VLAN (no routers in between)
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AP1 AP2 AP3

MSs in a same ESS need to
1) communicate each other
2) move through the ESS

No standard implementation, but set of services:
Association, disassociation, reassociation, 
Integration, distribution

Distribution system (physical connectivity + logical service support)

Basically. DS role: 
- track where an MS is registrered within an ESS area
- deliver frame to MS
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AP1 AP2 AP3

Association

IAPP IAPP
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� '�#������#����������� %��	��&

� B 	 
�" � �� ��� ��� �� � � " # � �� �

� 5 � � � ����� � �
D ���� 
� ��
� � �
��  �� 
�  � � ���
��� � 
� ��
� E.g. wireless distribution system (WDS)
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AP1 AP2 AP3

DS medium:
- not necessarily an ethernet backbone!
- could be the 802.11 technology itself

Resulting AP = wireless bridge
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D 
� � �� �� �
��

�C �� � �  
��
� � �� �� �
��

�5 B B �� � � ��� �
�To make sure a frame is valid within the 

considered BSS
�For filtering purpose (filter frame within a 

BSS)
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�AP MAC address

�� � 4� �" � �� �&

�Random value
» With universal/local bit set to 1

�Generated by STA initiating the IBSS 

802 IEEE 
48 bit addresses

1 bit = individual/group
1 bit = universal/local

46 bit address
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Frame
Control

Duration
/ ID

Address 1
DA

Address 2
SA

Address 3
BSSID

Sequence
Control

Address 4
---

Data FCS

SA = Source Address
DA = Destination Address

SA

DA
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AP

Distribution system

Frame must carry following info:
1) Destined to DA
2) But through the AP
What is the most general addressing structure? 

DA
SA
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Frame
Control

Duration
/ ID

Address 1
BSSID

Address 2
SA

Address 3
DA

Sequence
Control

Address 4
--- Data FCS

AP

Distribution system

DASA

BSSID

Protocol
version Type

2 2

Sub Type To 
DS

From
DS

More
Frag Retry Pwr

MNG
More
Data WEP Order

4 1 1 1 1 1 1 1 1

1 0

Address 2 = wireless Tx
Address 1 = wireless Rx
Address 3 = dest
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AP

Distribution System

DA

SA

BSSID

Frame
Control

Duration
/ ID

Address 1
BSSID

Address 2
SA

Address 3
DA

Sequence
Control

Address 4
--- Data FCS

Protocol
version Type

2 2

Sub Type To 
DS

From
DS

More
Frag Retry Pwr

MNG
More
Data WEP Order

4 1 1 1 1 1 1 1 1

1 0

AP

DA

Idea: DS will be able to forward frame to dest
(either if fixed or wireless MAC)



Giuseppe Bianchi, Ilenia Tinnirello

�		��������		������� �����=22�%�����=22�% ��� ��� �)&�)&

Frame
Control

Duration
/ ID

Address 1
DA

Address 2
BSSID

Address 3
SA

Sequence
Control

Address 4
--- Data FCS

AP

Distribution system

DASA

BSSID

Protocol
version Type

2 2

Sub Type To 
DS

From
DS

More
Frag Retry Pwr

MNG
More
Data WEP Order

4 1 1 1 1 1 1 1 1

0 1

Address 2 = wireless Tx
Address 1 = wireless Rx
Address 3 = src
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�		�������		������--

AP

Distribution system

DASA

BSSID

DA correctly receives frame, and send 802.11 ACK to … BSSID (wireless transmitted)

DA correctly receives frame, and send higher level ACK to … SA (actual transmitter)
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AP

Wireless Distribution System

SA

TA

AP

DA

Frame
Control

Duration
/ ID

Address 1
RA

Address 2
TA

Address 3
DA

Sequence
Control

Address 4
SA Data FCS

Protocol
version Type

2 2

Sub Type To 
DS

From
DS

More
Frag Retry Pwr

MNG
More
Data WEP Order

4 1 1 1 1 1 1 1 1

1 1

RA

Address 4: 
initially forgotten…
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�=22

8
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2�7�'�A���

�0�7�2�A��>�=22�7��

�0�2�=22�7A��>�7���

�0�=22�72�A��>�7���

�		�����:�		�����+�		�������		������8����72'��72

Receiver Transmitter

� =22��	���� ��� %=22�7&

� � � 
E � ��
� �� �
*
���*�� � ��� ��
" � �� � 5 B B $�%� �� � 
� *�� � ��� " �� �� 5 B B %��
� 
� �� ��+ � ) �� � � ��� � �*��� ��� , $�%� �%5 B B ��
� 
�
�� � � � � � � ���" � ��� � �  
� 
� ����� � � �� ��� �� ��
� � � �� �
�� $��� � 
E � �� �� � �

� '���������� �		���� %'�&

� + � ) �� � � ��� � ��*��� ��� �� �
�� ��� � ����� � �  
���� ��*��  ������� ��	 
����� � � �� 
�  $�� �	 � �� �� � �
� � 
D 
� � � ��� � � ��� � $

� A����(����		�����%A�&

� ���	 � 
" � ��� ��*��  ��
� � �� � �D ���	 
����� �  �� 
�  $�%� � 
D 
� � � � ���; ��� �$

� 2�
����		���� %2�&�

� + � ) �� � � ��� � �*��� ��� �� �
�� �	 � � ��
� 
� � ��� �� ��*��  �$�� �	 � �� 
� � 
D 
� � � � � � � ��� � $�

� + � � � ��  � �" � �C � �� �" � � � � �*��� ��
� � 
��" �
�� ���*�� �� � � �B ��*�� � %
 
 
 �� � '$( ( �/ 0 � 1 $�B � �*
��� 
� " �� � 
� ����
� � � 
� � �� �� ���� $

� 7���������� �		���� %7�&

� � 
� � ��� �� �
� � �
�� �$�%� � 
D 
� � � � ���; ��� �$�

� + � � � ��  � �" � �3 � �� �" � � � � �*��� ��
� � 
��" �
�� $
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� ����� ��"�������
���<��4

� , �� 
� ��F � �� � " 

���� ���� G '�" � � �

� �������	 $� �"�����<��4�
�	�����������

� � �� 5 B B �
� �� �� �  � 
 B B �� � D �
� �  � B B %�

� '�#������ %$
� ���
�����������&��� ����������	
���#����	�� �����������
 ����� %$�����&

� C ��
" � �&�( �� ��� � " � � � � �� " ��
�D ��� ( � � � � �" �� *
� � �� � �� � �
� �� � �  �

� 5 �� " ��  � � ��� � �  
� � �0 = C ��*�
��� �� 
� *�

Beacon 
example
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� 
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� ) B + � H) �

�Carrier Sense Multiple Access 
�Collision Detect

� 
�����%<�����������&

� ) B + � H) � �

� ��
� ��
� � ��� �) ���� 
� � �
�� �� � � " �
�� �

�Carrier Sense Multiple Access 
�Collision Avoidance

A B C

� � 
 �� �� �� � � �� ��� � �� ��� � �� � � � � � ���� �� �� ��
�� � ��� � � ���� � ����� �� � � ��� � � �� ���� � ��� � � �
��� � �

� � 
 �����
 � �� � � ��� �� � �� � �� � �� ���� � � � � �� �
� �� � � � � ��

� � � � ��� ������� 
 ���
 ������ ��� ��  	 �
 
 !

�� � ��� � �	
 � 	� �	
 � 	�� � 	� �� � ��� � � � � � 	

 � �
 � �

� � � � �� � 	� � � � � �	� �	� � � � �	� ���� �� � � � 	�� 	

 � � � � 	
 � 	��  � � 	��	� �� � ��� � � � � � 	�� !
�� "	� � 	� � � � �# ����$ 	�� 	�� � � ��� 	�� !�� � �

% � & ��� �� � � 	� � � �� � 	' 	� � � ���� � � �	
� �� # �� � � 	 � # �� � � � � � �	� � # �� ((
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� "��� � � �� � �# ����� � ���$ 
 ���� ��
 � ���� ��� � ��� � � �� � � � �� � � � 
 ��� 
 � � # � �� � �� �

� /�

�	����� �	���

� � �� � � �� �� � � � 
 ��� � � � �� � � � �
 �� � �

� � ��� � � �� �����
 ��

� � �$ � � ����
 ��� � � ��
 �� %�� �� � � � 
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�Receivers see corrupted data through a CRC error
�Transmitters fail to get a response
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packet

ACK
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DIFS
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SIFS ACK
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TX

RX

Packet
arrival

What about a station arriving in this frame time?
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�"���"��$��4�  $��4�  --
DIFS

DATA

SIFS ACK
STA1

STA2

STA3

DIFS

Collision!

RULE: when the channel is initially sensed BUSY, station defers transmission;
But when it is sensed IDLE for a DIFS, defer transmission of a further random time
(BACKOFF TIME)
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2�����	2�����	 =��4�  =��4�  

STA2

STA3

DIFS

Extract random number
in range (0, W-1)
Decrement every slot-time σ

w=7

w=5

Note: slot times are not physically delimited on the channel!
Rather, they are logically identified by every STA

Slot-time values: 20µs for DSSS (wi-fi)
Accounts for: 1) RX_TX turnaround time

2) busy detect time
3) propagation delay
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DIFS DATA

SIFS ACK

STATION 1

DIFS

SIFS ACK 6 5

DIFS

Frozen slot-time 4
BUSY medium

STATION 2
DIFS

3 2 1



Giuseppe Bianchi, Ilenia Tinnirello

=��4�  =��4�  �
����
���

�8�����$��4�  (��
��

�
 F ��� " � � �� � 
*�� �� � � � � �  � �� 
� ��� � � � �� �) /  
� �

�� 
��
����� 
�'D�

�
 F ��� " ��� �� � 
*�� ��� � � � � �  � �� 
� ��� � � � �� �'J�) /  
� ? ( �4( �

�� 
��
����� 
�'D�

�
 F ��� " ��� �� � 
*�� ��� � � � � �  � �� 
� ��� � � � �� �''J�) /  
� ? ( �4( �

���� 
#��� ��E%�����;�&9�

Exponential Backoff!
CWmin = 31
CWmax = 1023 (m=5)
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P=1000 bytes
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DIFS
DATA

SIFS ACK

TX

RX

Packet
arrival

RTS

SIFS CTS SIFS

A'20�'2���	�A'20�'2���	�"�		��"�		�� ������������������

TX

RX

hidden

others

RTS

NAV (RTS)

RTS/CTS: carry the amount of time the channel
will be BUSY. Other stations may update a 
Network Allocation Vector, and defer TX 

even if they sense the channel idle 
(Virtual Carrier Sensing)

CTS CTS

NAV (CTS)

(Update NAV)

da
ta



Giuseppe Bianchi, Ilenia Tinnirello
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RTS/CTS cons: larger overhead
RTS/CTS pros: reduced collision duration
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RTS/CTS convenient with long packets and large number of terminals (collision!);
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RTS/CTS more robust to number of users and CWmin settings
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PIFS used by Point Coordination Function
- Time-bounded services
- Polling scheme

PCF Never deployed

102331205010802.11b 
PHY

CWmaxCWminSlot Time 
(µsec)

DIFS (µsec)
SIFS 
(µsec)

Parameters
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Data

ACK

NAV

Source
station

Destination station

Other stations receiving 
Data fram e correctly

Other stations
receiving Data fram e
incorectly

DIFS

SIFS

EIFS

Back-off

Back-off

Back-off
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PHY IEEE 802.11 Data 0 - 2312 FCS

Protocol
version

Type Sub Type info

2 2 12

Sub Type To 
DS

From
DS

More
Frag

Retry Pwr
MNG

More
Data

WEP Order

4 1 1 1 1 1 1 1 1

Frame
Control

Duration
/ ID

Address 1 Address 2 Address 3 Sequence
Control

Address 4 Data
Frame
check

sequence

2 2 2 40-23126666

Fragment
number

Sequence number

4 12

Time in 
microseconds. Update 
the NAV time in the 

neighborhood
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Station C receives frame from station TX
Station C IS NOT in reach from station RX
But sets NAV and protects RX ACK

RX

TX
C
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Station C DOES NOT receive frame from station TX 
but still receives enough signal to get a PHY.RXEND.indication error

Station C IS NOT in reach from station RX
But sets EIFS (!!) and protects RX ACK

RX

TX
C
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Frame
Control

Duration
/ ID Address 1 Address 2 Address 3 Sequence

Control Address 4 Data FCS

DATA FRAME (28 bytes excluded address 4)

Frame
Control

Duration RA TA FCS

Frame
Control Duration RA FCS

RTS (20 bytes)

CTS / ACK (14 bytes)
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[ ]

[ ] / 2station

Frame Tx

E payload

E T DIFS CW
S =

+ +

_Frame Tx MPDU ACKT T SIFS T= + +

TxCTSPLCPCTS

TxRTSPLCPRTS

TxACKPLCPACK

TxMPDUPLCPMPDU

RTT

RTT

RTT

RLTT

_

_

_

_

/148

/208

/148

/)28(8

⋅+=

⋅+=

⋅+=

+⋅+=

_Frame Tx RTS CTS MPDU ACKT T SIFS T SIFS T SIFS T= + + + + + +
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0 2000 4000 6000 8000

Tra nsmssion Time  (use c )

Basic

RTS/CTS

Basic

RTS/CTS

DIFS Ave Backoff RTS+SIFS CTS+SIFS Payload+SIFS ACK
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Payload Size (Bytes)

N
o
rm

a
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d
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h
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u
t

BAS-2M bps

RTS-2M bps

BAS-11Mbps

RTS-11Mbps
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PHY

DCF

PCF

PCF deployed on TOP of DCF
Backward compatibility
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SIFS

Polling strategy: very elementary!!
- send polling command to stations with increasing Association ID value…
- (regardless whether they might have or not data to transmit)


