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Funzionalita’ di sicurezza

Security Functions

@ Authorized programs

Authorized functions
APF authorization
APF libraries

The Security Server Network-Level Security
System-Level Security
Transaction-Level Security

Cryptography
LDAP directory

| Corso-“Sistemi Centrali” 1.0 | M. Moretti © 2007 1BM Corporation




.EW
|

iR !

25t

Funzioni di sistema Autorizzate

Authorized System Functions

ODESET ‘ noﬁ:%es L~ T\
I‘ Some SVCs

+
o /I svVC \ require APF

- INTERRUPT autharization
S_VC iz HANDLER 255 ‘ e
=S

\ i; &/

IS SVC \
APF-FLAGGED? ;:)Lr
~_ YES--DO

{ |

TESTAUTH 0 4
IS CALLER AN ) .| BEFORE GOING
AUTHORIZED TO SVC SVC TABLE
PROGRAM?
_FAH"—"\.__/
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Richiamo di Architettura

Problem State (User Mode) e Supervisor State (Kernel Mode)

Problem State (User Mode)

"un programma non deve eseguire istruzioni privilegiate, ovvero non puo’ accedere a
quelle parti dell’architettura che sono vitali per il sistema

*Non accede ai Control Registers, ai timers, alle chiavi di memoria ; accede solo alla

parte non critica della PSW.

Supervisor State (Kernel Mode)

"un programma puo’ esercitare tutte le potenzialita dell’architettura

Transizione di stato

LOAD PSW>

Problem
State

<Interrupt
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Authorized Program Facility(APF)

Authorized Program Facility (APF)

SYS1. pARMUB APF=xx system parameter
PROG—xx system parameter

RACF-protected

/ 5YS1 GOODLIB
(CABC.AUTHLIB

Parametri di z/ IEAAPFxx
0S or JPROGx

Librerie

OOLS SPECIAL

FIXER |
FI)(IT
[FIXTHAT] )

[ IEAAPFxx \
List of authorized

librari tati %Always /
ipraries, static authorized
;/PROGXX \ libraries .

List of authorized
libraries, dynamic

autorizzate

flag program aé.
authorized

AMYJOB JOB 999 MERLIN,USER=WIZARD
Come si creano LKED EXEC PGM=HEWL,PARM="AC=1"""-

programmi autorizzati /ISYSLMOD DD DSN=TOOLS SPECIAL(FIXIT),
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Programmi e Librerie APF

APF Programs and APF Libraries

NOT
APF-authorized
library

WANILLA
TRYHARD

FIXTHAT

/IMYJOB JOB 999 MYSELF USER=5MARTIE
/DOIT EXEC PGM=TRYHARD
/ISTEPLIB DD DSN=USERS SMARTIEMYLIE,...

IMYJOB JOB 999 MERLIN,USER=WIZARD
/DOIT EXEC PGM=FIXER
/ISTEPLIB DD DSN=TOOLS.SPECIAL,...
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z/OS Security Server

Security for Business

Authorized programs

Authorized functions
APF authorization
APF libraries

@ The Security Server Network-Level Security

System-Level Security
Transaction-Level Security

Cryptography
LDAP directory

| Corso-“Sistemi Centrali” 1.0 | M. Moretti © 2007 1BM Corporation




Controllo della sicurezza di rete

Network-Level Security Checking

Protezione di risorse di una rete privata connessa ad internet
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Tecnologie di Firewall

Firewall Technologies (1 of 2)

Company
Internal

Network

fi
Jim
N
i
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Tecnologie di Firewall

Firewall Technologies (2 of 2)

Network Level

Firewall

Technologies

e |P Filtering

e Proxy and SOCKS
Servers

e Domain Name
Services

e Network Address
Translation (NAT)

e Virtual Private
Network (VPN)

Intranet/
Extranet

Internet

& Cogyright 18% Corporation 2004
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Controllo della sicurezza di sistema

System-Level Security Checking

Protezione di dati e applicazioni di un’azienda
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Overview of z/OS Security Services

Optional

| Security Server *

Resource Access Control Facility (RACF)|

il

Standard ,

Cryptographic Services
e [CSF
® Open Cryptographic
Services Facility
e System SSL

e PK| Services

Standard \

Integrated Security
Services
» DCE Security Server
e Enterprise Identity
Mapping

» Firewall Technologies
” e | DAP Server

» Network Authentication
Service

* From O5/390 V2R to /05 V1R2, component name was ggﬁ?\’day Security Server

» Open Cryptographic

@ Copyright 18M Conporation 2008
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Security Server (RACF)

=  Authentication

— Traditional or with “password
alternatives”

= Authorization
— Integration with most z/OS

subsystems
*  Administration
= Reporting
= Data management
= Auditing
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System without RACF

Resources

General Users
cIcs ~IMS
[EIIJ] [ﬁ] Transaction _ransadio |

2 Copyright |88 Corporation 2008
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System With RACF: User Authentication

Resources

General Users cIcs VS
o User ransaction| [Transaction
|dentification

TN
User1 User2 Verification
ﬁ l

User3

@ Copyright 18M Conporation 20085
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Logging and Reporting

Resources

CICS IMS

General Users Transaction| [Transaction

User
|dentification and
Userl _ User? / Verification

Resource
Authorization
Checking

User3

RACF Database

| | | Resource |

@ Copyright 18M Conporation 20085
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RACF Major Function

General Users
User

Identification and
Verification

Resource
Authorization
Checking

Access
Violation

AUDITOR ip
SPECIAL [ﬁ

@ Copyright 18M Conporation 2008
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CICS
[Transaction

IMS
Transaction
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Protezione delle risorse di sistema

Protecting System Resources

2/0S or 0S/390 DASD

Volumes

Tape
Volumes -

Terminals

User

—
Authenticate Authorize
that is, verify that is, access « IMS/CICS

identity control Transactions

s Programs
* User-Defined
- Resources

W Crevarinkt 181 Cnrmarsten 2004

| Corso-“Sistemi Centrali” 1.0 | M. Moretti © 2007 1BM Corporation




Controllo di Autenticazione

User Authentication

Tell me who
| you are, and

prove itl /ZI{OS or OS/390

.

Logon

_

User Identification
and Verification

| Corso-“Sistemi Centrali”’ 1.0 | M. Moretti

Resources

Data !

Tape
Volumes

Transactions

Security Informatio

[Lisa ... |

[Tom ... |

[Anne ... |

~.
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User Profile

i Segments
Security

Classification

User ID| Owner | Password | Attributes Groups

TSO |DFP [CICS

Encrypted

@ Copyright 18M Conporation 2008
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Groups

Administrative
Group

Analysts

@ Copyright 18M Conporation 20085
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Security Server RACF Group Terminology

Owner=SECADMIN
Superior
Group > DIVA
|
Owner=DIVA Owner=DIVA
Subgroup —e DIVASALE DIVAUADM
| . |
Owner=DIVASALE Owner=DIVASALE
DIVACUSR DIVAORDE

User-to-Group /(
Connection

@ Copyright 18M Conporation 20085
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Controllo di Autorizzazione

Authorization Control

Resources
2/0S or 0S/390 ""'
Data !
User Identification Tape
and Verification Volumes
Transactions
Access Access Control
Reques L/
— Security Informatio
@ou have
| permission |DASD I
to do this?
Anne o |Tape ... |
|Transaction... |

~.

& Copyright |1BM Corporation 2004
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Controllo di Accesso ai data set

Access Control for a Data Set

205 or OS/A300 Reque st
OPEN ABC.XYZ.SOMELIB
User Identification
and Verification \_\ OPEN SVC
= Resource:
Accass Contra RACROUTE
)QEOUEST:AUTH
ABC.XYZ.SOMELIB
Compare p)
profilesand |
verify
permission )
| -profileforTOM | |
- A 1/
7 | Profile for
RACF administrator - WpBC.XYZ.SOMEL
creates profiles # 4

| Corso-“Sistemi Centrali” 1.0 | M. Moretti © 2007 [BM Corporation




Bt

D

i
_|!ll

Resource Authorization Checking

General Users

User
ldentification
and
Verification

Userl _ User2 Q:b A
s@,
Resource
Authorization
Checking

User3

@ Copyright 18M Conporation 20085
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Resources

CICS
[Transaction

IMS
Transaction

RACF Database
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Resource Managers and RACF

Resource
User = Manager
Request
Response
to User=u

RACF
Database

2 Copyright |88 Corporation 2008
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RACF Resource Profile

Profile Access Security

N Owner UACC List Classification Auditing

@ Copyright 18M Conporation 20085
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Access Authorities for Data Sets

% ALTER

CONTROL

UPDATE
READ

EXECUTE

@ NONE

@ Copyright 18M Conporation 2008
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Example - Authorization Checking

Profile Access Security -
Name Owner f,.-" UACC‘ i List | Classification Auditing
[
NONE Clerks(READ)
GROUP GROUP
Clerks Analysts

So

@ Copyright 18M Conporation 2008
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Protecting Catalogs Example

System Maintenance

a5 e Access = ALTER
.
Data Manager
Master eAccess =
Catalog UPDATE
- Other Users
e Access = READ
/._—-—ﬁ\
— System Maintenance
e Access = ALTER
User
Catalogs Users
e Access =
-_ar UPDATE

@ Copyright 18M Conporation 20085
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Protect - All

Protected Data Sets

cesssssan

SPECIAL
Users CFP-:," ' Trusted or
b _ Privileged
P ———) Started Task

SPECIAL
Unprotected Data Sets 7N

slsd
-

==
=)
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Generic versus Discrete Profiles

Generic

e Many data sets can be
protected with one profile

e Profile exists even if all data
sets are deleted

e Covers data sets on any
volume

e No RACF indicator bit on
e Easier to administer

Discrete

e One profile for each data
set

e Profile automatically
deleted when data set is
deleted

e Specific to a volume and
unit

e RACF indicator bit set on

@ Copyright 18M Conporation 20085
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Discrete and Generic Profiles

Discrete Profile

T
N

HLQ X DATA
K—-—:—S"/
HLQ.Y.DATA

k"\"'-—"-—_:_——-—‘"ﬁ

HLQ.Z DATA

HLQ.X.DATA

HLQ.Y.DATA

t ¢4

~

HLQ.Z.DATA

Generic Profile

AT
N

HLQ X DATA
\Hh-=—ﬂd/

HLQ.Y DATA

%‘d

HLQ.Z DATA

~N_

@ Copyright 18M Conporation 2008
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Controllo della sicurezza di transazione

Transaction-Level Security

FCapacita di due entita in Internet di condurre una transazione privata
e con autenticazione
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Crittografia — Concetti Base

Cryptography - Basics

Clear Text

Symmetrfc encryption and decryption
Clear Text

\ SAME KEY, 1' W

Algorithm 'JM Algorithm \|
- .
Encryption v/":{/effl Decryption

Clear Text

Asymmetric encryption and decryption
Clear Text

DIFFERENT
KEYS,

ONE PUBLIC,

d
Yo _
e ol

Encryption V//.gﬁx Decryption—

> N~

\ \ ONE PRIVATE /' \
Algorithm \/\—’\/ __——= Algorithm ‘\

| Corso-“Sistemi Centrali”’ 1.0 | M. Moretti

© 2007 IBM Corporation




Crittografia — Firma Digitale

Cryptography - Signing

Receiver

Document in Sende

£ Document in
‘Clear Text

lear Text
.\\\
3

A SIGNED
document

private key
of sender

Public known
one-way only
Hash algorithm

Public known
one-way only
Hash algorithm

of doc \z_l':l']_(_il_[ﬂ
?%#z2%tq8B0958+

Hash of d t
%&ﬁ-ﬁﬁlllgn \:1:!13'3 Hash of document

S #8%@Imb™ |1j sdif§

Algorithm Encrypted Hash

: of document
Encryption 99447 0%+ 8805 &+ Compa re
Encrypted Hash S Equal?
of document i
public key
gf_f‘f"-’%ﬂwﬁgs“ of sender
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Certificati digitali

Certificate Authority and Digital Certificates

Requests keys and digital

I, Certificate Authority Alfa, hereby verify, that this digital

certlﬁcate, issued and signed by my private key, matching this certificate from CA

public key of mine,
Public Key

Certificate Authority ALFA's!

contains the key

Merchant Beta's |
|

Public Key |
which |nd'eed g The pubnic key, T hnve igsued to the following

distinguished name: Mercant Beta..

Makes keys and

digital certificate
/ Document in}'/

lear Text

Dacument |
Iear Text

Public known
one-way only
Hash algorithm

\

of doc \ ment

Hash of document
% @Imb™ |rj sdifs

Algorithm

Encryption Private Key

Encrypted Hash

?‘JE#ZQ%FQBBQS&+

ng \

Digital Certificate
for Merchant Beta |

of document

@%\Memhaﬂ

eta's
e Key

//S;d/ Private key- S

(J

made by CA
— — _—/——/
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Certificati digitali e chiave pubblica

Digital Certificates to Certify a Public Key

1
|
Certificate Authority | Merchant -
i (Server) ol |
CA's I i
4 Public Key | ! E
= I"'v"/d_‘\\, o -

Shopper {Browser) P Send certificate with
' : Shopper can know for sure certified public key
that this is indeed Merchant -

Beta. And know for sure that { .
'\\hls is |ndeed his public key// i

Hash
—. Dfd-D
P F Merchant Beta's L Z?%Fq&BS.s.H
I \ Public Key i
{::\ﬁ : Encrypt Decrypt Merchant's
— 5 session key sessign key ! Private Key
Generate Random :
Secret session key |

Secret key encrypted transactions, using symmetric encryption with session key
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Directory

Directory Information and Structure

c=US
ac=country
c=US

o=IBM o=Twoli
oc=grganization

c=Us

cn=Tim Jones

QC=person

cn=Tim Jones
rfc822mailbox=thj@us.ibm.com
RDN: cn=Tim Jones

DMN: cn=Tim Jones,o=IBM,C=US

| Corso-“Sistemi Centrali” 1.0 | M. Moretti © 2007 1BM Corporation




j@U - S E

LDAP Server

LDAP Server

LDAP z/OS or
Client =L 0S8/390
o ===gDir ]
- lory eque LDAP L
Stg Client Application

z/0S or
0S/390
Security
Server
LDAP
Server

Some LDAP requesters:
» Netscape Communicator
s L otus Notes
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Componenti di LDAP

FECM 8

- K

LDAP Components

Administration

AP

Protocol

Database

Schema

Admin Tools
N /
LDAP JNDI
LDAP /
LDAP Server

AL

& Copyright 188 Corporation 2004
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Data Security Is

The protection of data from unauthorized
eDestruction
e Modification
eDisclosure
elUse

whether accidental or intentional

@ Copyright 18M Conporation 20085
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Security Server RACF Overview

LIE'
Data
Sets

DASD

Q Volumes

Tape

Volumes -

—T

Terminals

RACF z/OS RACF

¢ IMS/CICS
Transactions

e Programs

o User Defined

Resources
@ Copyright 18M Conporation 20085
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Security in a Distributed Environment

RACF Cert RS .
Resources Authority | Public Key | certicate
. Infrastructure | Authority

{ @ DCE clients i s o Winteland
".. e use DCE tokens  pCE Securityf ¢ K] UNIX clients
'._‘ to authenticate Server £ !: Kombaros __|:| . S:Eeﬁzrtl:;ems
hX s, Security authenticate
DCE * Server .
“.. Infrastructure.” : fKer:::erc;s o
LT “*.... Infrastructure..-*

@ Copyright 18M Conporation 20085
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_— .
Tre, .
rssasee”

ae"

N e LT
bt
-
-

e hitp/s clients %
= e use X509 :
- certificates to &

authenticate *

e e
T
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Distributed SignOn

TS0 logon

: Z/0S RACF
TSO user
DCE Security

DCE RPC Server

R e
DCE client .‘_' :I L " RACF
security database  Map g, Clatabase
v r
e ks
' denti
== Map T ELETD PV acr
User ID

System SSL

http request

web client

PKl key ring .

NAS *
Wintel,
LINEX kev datab
i ey database
client ¥ * Network Authentication Service
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