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C
lient

(local P
C

) 
S

erver
(rem

ote host)

Internet

Client wants to retrieve a web page. W
hat happens?

�
���

�����	
����
	���
6

%
�
	
��"�	�?�	��@����
�

���
�.

(

������
�����

��	
���

�
�
�
�
��
�
���	

��

����
��



���
���
�

�
�

�
���
	
��
�
��
��
��
�
��
��

�
�

a resource (i.e a file), specified
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a
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R
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Trasporto (4)

Rete (3)

Livelli inferiori

TC
P

U
D

P

IP

H
TTP

FTP
S

M
TP

…
Applicativo (7)

Processi software
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W
indows NT PC –

Unix SunO
S

W
S –

W
M

S server -…
 

Software 
Process A

Software 
Process B

By
process

nam
e?

Process
ID?

how?????

Different O
Ss

= different process nam
ing!
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Register
Unique 
identifier

Register
Unique 
identifier

e.g. Num
eric values from

 1 to 65535

Use num
eric value

To talk each other, the SW
 processes need to know their num

eric
Values.
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 process insite the com
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Com
puter address Y

Port num
ber X

W
antto

talk to application
process that resides at
portX on com

puter Y
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protocol
location

Filenam
e

H
TTP

 request

H
TTP

 response
W

eb browser
W

eb server

W
eb browser (SW

 process) needs to send HTTP Request to W
eb Server. 

Location not enough (it is just the com
puter address!)
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protocol
location

Filenam
e

Location = com
puter address!

Protocol = SW
 process address (HTTP = goto W

eb Server)
…

. No need for port num
bers??

…

W
hat if m

ore than one W
eb Server installed???
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Default value for HTTP: 80

HTTP://cerbero.elet.polim
i.it/…

equal to
HTTP://cerbero.elet.polim

i.it:80/…
different from

HTTP://cerbero.elet.polim
i.it:8080/…

    (if exists!)
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request

response

requestresponse

requests

responses
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process

T
C

P w
ith

buffers,
variables

socket

host or
server

process

T
C

P w
ith

buffers,
variables

socket

host or
server

Internet

controlled
by O

S controlled by
app developer
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FTP
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ail

TCP/UDP

Livello controllato dall’applicazione

Livelli controllati  dal sistem
a operativo
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IP: 151.100.37.9
IP: 131.175.21.1

Port: 80
Port: 3124

CLIENT
SERVER

CLIENT SO
CKET: [<151.100.37.9,3124>]

SERVER SO
CKET: [<131.175.21.1,80>]

connection

src port = 3124
dst port= 80

…
..

TCP
segm

ent

src port = 80
dst port= 3124

…
..

TCP
segm

ent
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IP: 151.100.37.9

IP: 131.175.21.1

Port: 80

Port: 3124

CLIENT 1

SERVER

IP: 193.47.31.18

Port: 12134

CLIENT 2

Server unique socket address can be
accessed sim

ultaneously by
m

ultiple
clients
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Transport data

IP
 data

H
eader IP

src &
 dest IP

addr

H
eader Transp. P

rot
src &

 dest ports

Two
Internet transport protocols:

TCP & UDP
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TCP or UDP

Ipaddr
src

Ipaddr
dest

prtc
…

Port
src

Port
dest

…
Data

Header IP
src & destIP addr

Header transport
src

& dest ports

Data

IP Data Transport data

App prot
header
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Header IP
src & destIP addr

Header transport
src

& dest ports

Data

IP DataTransport data

App prot
header

Inform
ation units travelling in the network: IP packets
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IP addr

Port #

http payload

IP Data

Transport data

http
header

IP packet

IP SW
: checks IP packet;

Sends to transport sw
selects whether UDP or TCP
Transport dem

ux
TransportSW

: checks segm
ent;

Sends to application sw based on 
Port num

ber
Application dem

ux IP SW

UDP SW
TCP SW

app
app

…
…

Inform
ation entering app

Software (m
anaged by app 

Developer)
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A
pplication

file transfer
e-m

ail
W

eb docum
ents

real-tim
e audio/video

stored audio/video
interactive gam

es
instant m

essaging

D
ata loss

no loss
no loss
no loss
loss-tolerant

loss-tolerant
loss-tolerant
no loss

B
andw

idth

elastic
elastic
elastic
audio: 5kbps-1M

bps
video:10kbps-5M

bps
sam

e as above 
few

 kbps
up

elastic

Tim
e S

ensitive

nononoyes, 100’s m
sec

yes, few
 secs

yes, 100’s m
sec

yes and no
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A
pplication

e-m
ail

rem
ote term

inal access
W

eb 
file transfer

stream
ing m

ultim
edia

Internet telephony

A
pplication

layer protocol

S
M

TP
 [R

FC
 2821]

Telnet [R
FC

 854]
H

TTP
 [R

FC
 2616]

FTP
 [R

FC
 959]

proprietary
(e.g. R

ealN
etw

orks)
proprietary
(e.g., D

ialpad)

U
nderlying

transport protocol

TC
P

TC
P

TC
P

TC
P

TC
P

 or U
D

P

typically U
D

P
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H
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e
H

eader value
:

Tipo di user agent
U
s
e
r
-
a
g
e
n
t

M
ostra i perm

essi del client
A
u
t
h
o
r
i
z
a
t
i
o
n

Invia il doc. solo se m
odificato

I
f
-
m
o
d
i
f
i
e
d
-
s
i
n
c
e

Linguaggio accettato
A
c
c
e
p
t
-
l
a
n
g
u
a
g
e

Form
ati accettati

A
c
c
e
p
t

Inform
azione sulla cache

C
a
c
h
e
-
c
o
n
t
r
o
l
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Perm
its to send directives to the recipient, requesting it to behave in a particular way while handling 

a request or response. Pragm
a: no-cache inform

s proxies on the path not to return a cached copy
P
r
a
g
m
a

Indicates the date and tim
e of the m

essage origination, e.g. Date: Tue 16 M
ay 2000 11:29:32 G

M
T

D
a
t
e
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The user m
ay

include e-m
ail address for identification

(From
: gorby@

m
oskvax.com

)
F
r
o
m

Indicates not to return a copy of the resource if it has not been m
odified after teh 

specified date. Used for caching at a proxy or browser (saves the tim
e needed for 

downloading of the resource). 
G

ET /foo.htm
l HTTP/1.0

If-M
odified-Since: Sun, 21 M

ay 200 07:00:25 G
M

T 

I
f
-
M
o
d
i
f
i
e
d
-

S
i
n
c
e

Includes the URL from
 which the requested URL was obtained. Can be used for locating 

obsolete links. Referer: http://www.cnn.com
R
e
f
e
r
e
r

User browser used, client m
achine O

S, etc 
User-Agent: M

ozilla/4.04 [en]C-W
orldNet (win95;I)

U
s
e
r
-
A
g
e
n
t

Includes credentials required to access a resource (e.g. Authorization: Basic 
YXZpYXRpS29IDizDizM

1NA== where Basic is the authentication schem
e and 

YXZpYXRpS29IDizDizM
1NA== an encoding of user id and password ) 

A
u
t
h
o
r
i
z
a
t
i
o
n
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M
edia type of the entity body (e.g. im

age/gif, text/hm
tl etc.)

C
o
n
t
e
n
t
-
T
y
p
e

Indicates how the resource epresentation can be decoded into the form
at indicated in 

the Content-Type field (e.g. if the file has been com
pressed with gzip

Content-Encoding:g-zip

C
o
n
t
e
n
t
-
E
n
c
o
d
i
n
g

Length of the entity body (bytes). Allow to check whether all the body was received
C
o
n
t
e
n
t
-
L
e
n
g
t
h

Specify the tim
e at which the resource was m

odified last
L
a
s
t
-
M
o
d
i
f
i
e
d

Indicates the list of valid m
ethods that can be applied to

a  resource

PUT /foo.htm
l HTTP/1.0

Allow: HEAD, G
ET, PUT 

A
l
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H
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D
a
t
e
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W
e
d
,
 
2
2
 
M
a
r
 
2
0
0
0
 
0
9
:
0
9
:
0
1
 
G
M
T

P
r
a
g
m
a
:
 
N
o
-
c
a
c
h
e

F
r
o
m
:
 
g
o
r
b
y
@
m
o
s
k
v
a
x
.
c
o
m

U
s
e
r
-
a
g
e
n
t
:
 
M
o
z
i
l
l
a
/
4
.
3
 

H
T
T
P
/
1
.
0
 
2
0
0
 
O
K

D
a
t
e
:
 
W
e
d
,
 
2
2
 
M
a
r
 
2
0
0
0
 
0
9
:
1
0
:
0
1
 
G
M
T

S
e
r
v
e
r
:
 
A
p
a
c
h
e
/
1
.
3
.
0
 
(
U
n
i
x
)
 

C
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n
t
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-
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6
8
2
1

L
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C
o
n
t
e
n
t
-
T
y
p
e
:
 
t
e
x
t
/
h
t
m
l
 

d
a
t
a
 
d
a
t
a
 
d
a
t
a
 
d
a
t
a
 
d
a
t
a
 
.
.
.

r
/
"��

�������"��"
	

HTTP è testuale (ASCII)

�
���

�����	
����
	���
71

<
�""	��

Response

�
���

�����	
����
	���
72

9
�	�

����
���"$#

�"���"�

r
#
�"���"���

�	�
����
�����,��

��	�
�
�
���	����+��	.

��
�

�

����"���"�����
����)��"
�	�
�
�
���	����+��+���

�

�

���"��

O
rigin server SW

 version num
ber and configuration related info

Server: Apache/1.2.6 Red Hat

S
e
r
v
e
r

Request tor etransm
it the request with appropriate credentials 

according to a given schem
e

W
W
W
-
A
u
t
h
e
n
t
i
c
a
t
e

Used to redirect the request to where the resource can be found

Location: http://www.foo.com
/level1/twosdown/Location.htm

l 

L
o
c
a
t
i
o
n
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Status codes:

Servizio non disponibile
5
0
3
 
S
e
r
v
i
c
e
 
u
n
a
v
a
i
l
a
b
l
e

Funzione non im
plem

entata
5
0
1
 
N
o
t
 
i
m
p
l
e
m
e
n
t
e
d

G
enerico. Errore o guasto nel server

5
0
0
 
I
n
t
e
r
n
a
l
 
s
e
r
v
e
r
 
e
r
r
o
r

L’oggetto è stato spostato nell’URL indicato
3
0
2
 
M
o
v
e
d
 
T
e
m
p
o
r
a
l
i
l
y
:

L’oggetto non m
odificato dal tem

po incluso nella 
richiesta

3
0
4
 
N
o
t
 
M
o
d
i
f
i
e
d
:

L’oggetto è stato spostato nell’URL indicato
3
0
1
 
M
o
v
e
d
 
P
e
r
m
a
n
e
n
t
l
y
:Accesso senza necessari account e passwd

4
0
1
 
U
n
a
u
t
h
o
r
i
z
e
d
:

l’oggetto non esiste sul server 
4
0
4
 
N
o
t
 
F
o
u
n
d
:

errore generico (sintassi errata(irriconoscibile)
4
0
0
 
B
a
d
 
R
e
q
u
e
s
t
:

�1xx Inform
ational

�2xx Success

�3xx R
edirection

�4xx C
lient error

�5xx Server error

La risorsa e’ stata creata con successo in seguito ad UN PO
ST (se 

non puo’ essere creata subito 202 Aaccepted)
2
0
1
 
C
r
e
a
t
e
d
:

La richiesta ha avuto successo; l’inform
azione è inclusa

2
0
0
 
O
K
:
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0
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C
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H
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A
D
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d
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d
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0
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:
0
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S
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A
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h
e
/
1
.
3
.
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(
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n
i
x
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C
l
i
e
n
t
:

G
E
T
 
/
f
r
u
i
t
/
k
i
w
i
.
g
i
f

H
T
T
P
/
1
.
0
 

U
s
e
r
-
a
g
e
n
t
:
 
M
o
z
i
l
l
a
/
4
.
0
 

A
c
c
e
p
t
:
 
t
e
x
t
/
h
t
m
l
,
 
i
m
a
g
e
/
g
i
f
,
 
i
m
a
g
e
/
j
p
e
g
 

I
f
-
m
o
d
i
f
i
e
d
-
s
i
n
c
e
:
 
M
o
n
,
 
2
2
 
J
u
n

1
9
9
8
 
0
9
:
2
3
:
2
4
 

S
e
r
v
e
r
:

H
T
T
P
/
1
.
0
 
3
0
4
 
N
o
t
 
M
o
d
i
f
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e
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D
a
t
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W
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1
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A
u
g

1
9
9
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1
5
:
3
9
:
2
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S
e
r
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e
r
:
 
A
p
a
c
h
e
/
1
.
3
.
0
 
(
U
n
i
x
)
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pty entity
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L
L IP

T
C

P
H

T
T

P
U

ser A
gent

L
L IP

T
C

P
H

T
T

P
Server

L
L IP

T
C

P
H

T
T

P
Proxy

A
n interm

ediary
program

 w
hich acts as both

a server and a client
forthe purpose

of m
aking requestson behalfof other clients.
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http://cerbero.elet.polim
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151.100.37.9

Port
23561

CLIENT
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Browser asks
DNS to resolve

location cerbero.elet.polim
i.it

Uses UDP packet
<151.100.37.9,port=23561>,
<nam

e_server_IP_address, port 53>

Port no given by 
O

S when UDP
socket created
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151.100.37.9

Port
23561

CLIENT

D
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S
 server(s)

Network responds with IP
address 131.175.15.1

Uses
UDP connection

<nam
e_server_IP_address, port53>,

<151.100.37.9,port=23561>
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Port
23561
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T

TCP connection
<151.100.37.9, 2345>,
<131.175.21.1,80>

Closes UDP socket
used for DNS 
lookup

Port
2345

Creates TCP socket
and assigns port no.

IP: 131.175.21.1

Port: 80

SERVER

Sends TCP conn req
to server 131.175.21.1
port 80
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