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Chapter 3 outline

3.1 transport-layer
services

3.2 multiplexing and
demultiplexing

3.3 connectionless
transport: UDP

3.4 principles of reliable
data transfer

3.5 connection-oriented
transport: TCP

" segment structure

= reliable data transfer

= flow control

" connection management

3.6 principles of congestion
control

3.7 TCP congestion control
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rdt3.0 sender

rdt_send(data)

rdt_rcv(rcvpkt) &&

\
\

rdt_rcv(rcvpkt)
A

Wait for
call Ofrom
above

rdt_rcv(rcvpkt)
&& notcorrupt(rcvpkt)
&& isACK(rcvpkt,1)

stop_timer

timeout

udt_send(sndpkt) C
start_timer (_/

rdt_rcv(rcvpkt) &&
( corrupt(rcvpkt) ||
iISACK(rcvpkt,0) )

A

sndpkt = make pkt(0, data, checksum)

udt_send(sndpkt)

\ start_timer
—

( corrupt(rcvpkt) ||
isSACK(rcvpkt,1) )
A

timeout

udt_send(sndpkt)
start_timer

rdt_rcv(rcvpkt)
&& notcorrupt(rcvpkt)
&& isACK(rcvpkt,0)

stop_timer

Wait for
call 1 from
above

rdt_rcv(rcvpkt)
A

rdt _send(data)

sndpkt = make_pkt(1, data, checksum)
udt_send(sndpkt)
start_timer
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rdt3.0 in action

sender recelver
send pkt0 ktO
\\ rcv pkt0
ac send ackO
rcv ackO /Q/
send pktl \m\‘
rcv pktl
ack send ackl
rcv ackl
send pkt0 ktO

Ay

rcv pktO
ack send ack0

(a) no loss

sender receliver
send pktO ktO
\\ FCcv pkto
ac send ackO
U o
sen t
p \Kx
loss
C t/meout_
resend pktl \K
rcv pktl
ack send ack1l
rcv ackl
send pkt0 ktO

/

rcv pktO
ack send ack0

¥

(b) packet loss
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rdt3.0 in action

sender recejver

send pktO ktO
\\ rcv pkt0

ac send ackO
rcv ackO /Q/
send pktl_\K
rcv pktl

okl—" send ack1

timeoutd
resend pkil —1_  rey piat
(detect duEIilcate)

ack send ac
rcv ackl
send pkt0 \K
rcv pktO
ack send ackO
(c) ACK loss

sender receiver
send pkt0 ktO
\\ Frcv pkto
ac send ackO
rcv ackO /Q/
send pktl_\*ﬂ\‘
rcv pktl
send ackl
ack1
timeoutd
resend pktl kt1 rev pktl
rcv ackl okt0 (detect duplicate)
send pktO}< send ackl
rcv pkt0
rcv ackl ack sencl? ack0

send pktO

(d) premature timeout/ delayed ACK
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Performance of rdt3.0

% rdt3.0 is correct, but performance stinks
+» e.g.: | Gbps link, 15 ms prop. delay, 8000 bit packet:

L _ 8000bits 8 microsecs

Dians = R = ; (P bits/sec

" U (nder: Utilization — fraction of time sender busy sending

U L/R .008 — 0.00027

Sender: RTT + L/R - 3%8

" if RTT=30 msec, | KB pkt every 30 msec: 33kB/sec over |
Gbps link

+ network protocol limits use of physical resources!
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rdt3.0: stop-and-wait operation

sender receiver

first packet bit transmitted, t = 0 —so---------- -
last packet bit transmitted, t = L/ R ¢

first packet bit arrives

RTT —last packet bit arrives, send ACK

ACK arrives, send next,
packet, t=RTT+L/R

U L/R 908 _ 00027

sender pTT + [ /R 30008
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Pipelined protocols

pipelining: sender allows multiple, “in-flight”, yet-
to-be-acknowledged pkts
" range of sequence numbers must be increased
» buffering at sender and/or receiver

data pqcke’r—»

data packets—» ‘p

<+— ACK packets

(a) a stop-and-wait protocol in operation (b) a pipelined protocol in operation

+ two generic forms of pipelined protocols: go-Back-N,
selective repeat
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Pipelining: increased utilization

sender receiver

first packet bit transmitted, t = 0 —f -
last bit transmitted, t = L/ R

first packet bit arrives
last packet bit arrives, send ACK

last bit of 2" packet arrives, send ACK
last bit of 3" packet arrives, send ACK

RTT

ACK arrives, send next,
packet, t = RTT +L/R [ = 7

| 3-packet pipelining increases
utilization by a factor of 3!

U 3L/R 0024

sender™ rr 5~ docos ~ 0-00087
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Pipelined protocols: overview

Go-back-N:

+ sender can have up to
N unacked packets in
pipeline

% receiver only sends
cumulative ack

= doesn’ t ack packet if
there’ s a gap

+ sender has timer for
oldest unacked packet

= when timer expires,
retransmit all unacked
packets

Selective Repeat:

+ sender can have up to N
unack’ ed packets in
pipeline

< rcvr sends individual ack
for each packet

+ sender maintains timer
for each unacked packet

= when timer expires,
retransmit only that
unacked packet
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Go-Back-N: sender

+ k-bit seq # in pkt header
» “window of up to N, consecutive unack’ ed pkts allowed

send _base  hexfsegnum dlready Usable. hof
\L i ack’ed yet sent
{11 AR TITETTINGG = EESS
t _ window size —2
N

+ ACK(n):ACKs all pkts up to, including seq # n - “cumulative
ACK”

* may receive duplicate ACKs (see receiver)

« timer for oldest in-flight pkt

<« timeout(n): retransmit packet n and all higher seq # pkts in
window
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GBN: sender extended FSM

rdt _send(data)

if (nextseqnum < base+N) {
sndpkt[nextseqnum] = make_pkt(nextsegnum,data,chksum)

udt_send(sndpkt[nextseqgnum])

if (base == nextseqnum)
start_timer

nextseqnum-++

}

-
0...
.0
A else
O...

""""" " timeout
start_timer
3 udt_send(sndpkt[base])
G‘ udt_send(sndpkt[base+1])

rdt_rcv(rcvpkt)
&& corrupt(rcvpkt)
udt_send(sndpkt[nextseqnum-1])
rdt_rcv(rcvpkt) &&
notcorrupt(rcvpkt)

base = getacknum(rcvpkt)+1
If (base == nextseqnum)
stop_timer
else if modified base

start_timer
- Transport Layer 3-12



GBN: receiver extended FSM

default
udt_send( sndpkt

rdt_rcv(rcvpkt)
T~ && notcurrupt(rcvpkt)

—

A && hasseqgnum(rcvpkt,expectedseqgnum)
expectedseqgnum=1 ‘:Dextract (rcvpkt,data)

sndpkt = deliver_data(data)
make_pkt(0,ACK,chksum) sndpkt = make_pkt(expectedseqgnum,ACK,chksum)
udt_send(sndpkt)
expectedseqnum++

ACK-only: always send ACK for correctly-received
pkt with highest in-order seq #

" may generate duplicate ACKs

" need only remember expectedseqnum
+ out-of-order pkt:

= discard (don’ t buffer): no receiver buffering!

" re-ACK pkt with highest in-order seq #
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GBN in action

sender window (N=4) sender
5678 send pktO
5678 send pktl
5678 send pkt2
5678 send pkt3
(wait)

okEEY¥ 678 rcv ackO, send pkt4

0 1EFEEE¥ 78 rcv ackl, send pkta
ignore duplicate ACK

DKt 2 timeout_
K12 3 4 5 W send pkt2
0 1 RN 7 8 send pkt3
Rl 2 34 5 F& send pkt4
0 1EEYE 7 8 send pkt5

W

recelver

receive pkt0, send ackO
receive pktl, send ackl

receive pkt3, discard,
(re)send ackl

receive pkt4, discard,

(re)send ackl
receive pkt5, discard,

(re)send ackl

rcv pkt2, deliver, send ack2
rcv pkt3, deliver, send ack3
rcv pkt4, deliver, send ack4
rcv pkt5, deliver, send ack5
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Pipelined protocols: overview

Go-back-N:

+ sender can have up to
N unacked packets in
pipeline

% receiver only sends
cumulative ack

= doesn’ t ack packet if
there’ s a gap

+ sender has timer for
oldest unacked packet

= when timer expires,
retransmit all unacked
packets

Selective Repeat:

+ sender can have up to N
unack’ ed packets in
pipeline

< rcvr sends individual ack
for each packet

+ sender maintains timer
for each unacked packet

= when timer expires,
retransmit only that
unacked packet
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Selective repeat

<+ receiver individually acknowledges all correctly
received pkts

= buffers pkts, as needed, for eventual in-order delivery
to upper layer

+ sender only resends pkts for which ACK not
received

* sender timer for each unACKed pkt

+ sender window
= N consecutive seq # s
" limits seq #s of sent, unACKed pkts
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Selective repeat: sender, receiver windows

send_base  nexfsegnum dlready Usable. not
, ack’ed yet sent
(U0 TOLTATECTT =t e
t __ window size —24
N

(a) sender view of sequence numbers

acceptable
(buffered) but ¥ (within window)
already ack’ed

ﬂﬂﬂﬂﬂﬂﬂﬂﬂllllllllllllﬂﬂﬂ |ogectedaer o

t _ indow size—4

1 N

rcv_base

I out of order

(b) receiver view of sequence numbers
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Selective repeat

— sender
data from above:

<+ if next available seq # in
window, send pkt

timeout(n):

+ resend pkt n, restart
timer

ACK(n) iN [sendbase,sendbase+N-

1]:
« mark pkt n as received
< if n smallest unACKed

pkt, advance window base
to next unACKed seq #

— receiver

Pl(t nin [rcvbase, rcvbase+N-1]
<+ send ACK(n)
<+ out-of-order: buffer

<+ in-order: deliver (also
deliver buffered, in-order
pkts), advance window to
next not-yet-received pkt

Pl(t nin [rcvbase-N,rcvbase-1]
« ACK(n)

otherwise:

% ignore
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Selective repeat in action

sender window (N=4) sender recelver
5678 send pktO
REE} 567 8 send pktl \ ive pkt0, send ack0
5678 send pktz-\ receive p t0, sena ac
5678 send pkt3 X /oss receive pktl, send ackl
] wait
(wait) receive pkt3, buffer,
ol 678 rcv ack0, send pkt4 send ack3
o 1EER¥I 78 rcv ackl, send pkt5 receive pkt4, buffer
send ack4
_record ack3 arrived receive pkt5, buffer,
DKt 2 timeout send acks
K12 3 4 5 W send pkt2
0 1 EEREF 7 8 record ack4 arrived .
0 1NN 7 8 . rcv pkt2; deliver pkt2,
0 1 ERYEN6 7 8 record acks arrived / pkt3, pkt4, pkt5; send ack2

Q. what happens when ack2 arrives?
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Selective repeat:

dilemma

example:
» seq# s:0,1,2,3
< window size=3

% receiver sees no
difference in two
scenarios!

duplicate data
accepted as new in

(b)

Q: what relationship
between seq # size
and window size to
avoid problem in (b)?

sender window
(after receipt)

==
oflEElo 12

0112

(@) no problem

3012~m<t0\
3012\0\ 70-012
0 12 KNI 0112

receiver window
(after receipt)

\*012-2

— will accept packet
with seq number 0

receiver can’t see sena’er side.
receiver behavior identical in both cases’
something’s (very) wrong!

=
timeout % Y

retransmlt pkt0

BERs012 \D\
(b) oops!

[ER:012 —RKO0

EFso12 —RKkt1 — ofIEEo 12

[EFJz 012 —pkt?2 12 3 0k
~D?< 7012-2

— will accept packet
W/th seq number 0
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