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Chapter 4. Network Layer

Chapter goals:

7 understand principles behind network layer
services.
O network layer service models
O forwarding versus routing
O how a router works
O routing (path selection)
O dealing with scale
O advanced topics: IPv6, mobility

J instantiation, implementation in the Internet
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Chapter 4. Network Layer

7 4.1 Introduction

3 4.2 Virtual circuit and
datagram networks

7 4.3 What' s inside a
router

3 4.4 IP: Internet
Protocol
o Datagram format
O IPv4 addressing
o ICMP
o IPv6

3 4.5 Routing algorithms
O Link state
O Distance Vector
O Hierarchical routing

3 4.6 Routing in the
Internet
o RIP
o OSPF
o BGP

7 4.7 Broadcast and
multicast routing
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Two Key Network-Layer Functions

3 forwarding: move analogy:
packets from
router’ s input to
appropriate router
output

7 routing: process of
planning trip from
source to dest

7 forwarding: process
of getting through
single interchange

7 routing: determine
route taken by
packets from source
to dest.

O routing algorithms
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Interplay between routing and forwarding

routing algorithm

local forwarding table
header value |output link
0100 | 3

0101 | 2
0111 | 2
1001 | 1

value in arriving %
packet’ s heade
& : 1
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Network service model

Q: What service mode/ for “channel” transporting
datagrams from sender to receiver?

Example services for Example services for a
individual datagrams: flow of datagrams:
7 guaranteed delivery 7 in-order datagram

J guaranteed delivery delivery

with less than 40 msec O guaranteed minimum
delay bandwidth to flow

T restrictions on
changes in inter-
packet spacing
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Network layer service models:

Guarantees ?

Network Service Congestion
Architecture  Model Bandwidth Loss Order Timing feedback
Internet  best effort none no no no no (inferred
via loss)
ATM CBR constant yes vyes yes no
rate congestion
ATM VBR guaranteed yes yes  yes no
rate congestion
ATM ABR guaranteed no yes no yes
minimum
ATM UBR none no yes no no
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Connection setup

3 3rdimportant function in some network architectures:
O ATM, frame relay, X.25

7 before datagrams flow, two end hosts and intervening
routers establish virtual connection

O routers get involved
I network vs transport layer connection service:

O network: between two hosts (may also involve
intervening routers in case of VCs)

O transport: between two processes
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ATM networks

7 UNI User-Network Interface: connette un host con lo switch a
cui é collegato

7 NNI Network-Network Interface: connette due switch.
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3 Virtual Path (insieme di virtual channel): identificate dal valore VPI
3 Virtual Channel : identificate dalla coppia VPI/VCI

7 ATM usa packet switching inviando pacchetti di dimensione fissa
(53 byte) detti celle (5 bytes di hearde e 48 bytes di payload)

7 Header con pochi semplici campi e dimensione fissa della cella per, |
facilitare switching ad alta velocita Y



ATM switching

Input Quiput
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La coppia VPI/VCT ha

solo significato /locale

nel senso che vale
esclusivamente

all'interno di un link,

oghi volta che la connessione
attraversa uno switch la
coppia VPI/VCI in genere
viene cambiata ed in questo
consiste il meccanismo di
switching ovvero nel
determinare in base ad

una tabella di instradamenti
come si mappano le
connessioni in base alle

porte di provenienza ed al
VPI/VCI delle celle.
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ATM switching

Input Quiput
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ATM
Switch

Rete a commutazione di
Pacchetto, a circuito
Virtuale

Orientata alla connessione

-1 pacchetti arrivano
in ordine

Tipi di Trasmissione

->CBR

—>VBR

—>ABR (Available Bit Rate)
>UBR(Unspecified Bit
Rate)

Call Admission
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IP over ATM
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Network layer connection and
connection-less service

7 datagram network provides network-layer
connectionless service

73 VC network provides network-layer
connection service

7 analogous to the transport-layer services,
but:
O service: host-to-host
O no choice: network provides one or the other

O implementation: in network core
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Virtual circuits

“source-to-dest path behaves much like telephone
circuit”
O performance-wise
O network actions along source-to-dest path

4

call setup, teardown for each call before data can flow

7 each packet carries VC identifier (not destination host
address)

7 every router on source-dest path maintains “state” for
each passing connection

3 link, router resources (bandwidth, buffers) may be
allocated to VC (dedicated resources = predictable service)
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VC implementation

a VC consists of:
1. path from source to destination

2. VC numbers, one number for each link along
path

3. entries in forwarding tables in routers along
path

7 packet belonging to VC carries VC number
(rather than dest address)

3 VC number can be changed on each link.
O New VC number comes from forwarding table
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Forwarding table

VC r{mber
12 22 32
@—l@ﬁ
/ :
Forwarding table in interface
= number

northwest router:

Incoming interface | Incoming VC # | Outgoing interface | Outgoing VC #

1 12 3 22
2 63 1 18
3 7 2 17
1 97 3 87

Routers maintain connection state information!
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Virtual circuits: signaling protocols

7 used to setup, maintain teardown VC
7 used in ATM, frame-relay, X.25
T not used in today’ s Internet

applica’rionl . —@—I
transport |5 Data flow begins 6. Receive data |application
ICall connected 3. Accept cfl |Iransport
hitiate call 2. incoming chll )
|_data link

physical I

a

physical
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Datagram networks

T no call setup at network layer

7 routers: no state about end-to-end connections
O no network-level concept of “connection”

7 packets forwarded using destination host address

O packets between same source-dest pair may take
different paths

network
data link

1. Send data 2. Receive data

data link

physical B N

|

physical
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4 billion

FO F'WGF'ding Table possible entries

Destination Address Range Link Interface

11001000 00010111 00010000 0OO000000
through 0
11001000 00010111 00010111 11111111

11001000 00010111 00011000 00000000
through 1
11001000 00010111 00011000 11111111

11001000 00010111 00011001 00000000
through 2
11001000 00010111 00011111 11111111

otherwise 3
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Longest prefix matching

Prefix Match Link Interface
11001000 00010111 00010 0
11001000 00010111 00011000 1
11001000 00010111 00011 2
otherwise 3
Examples
DA: 11001000 00010111 00010110 10100001 Which interface?

DA: 11001000 00010111 00011000 10101010 Which interface?
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Datagram or VC network: why?

Internet (datagram) ATM (VC)
7 data exchange among 73 evolved from telephony
computers 3 human conversation:

O “elastic” service, no
strict timing req.
7 “smart” end systems
(computers)

O can adapt, perform
control, error recovery

O simple inside network,
complexity at “edge”
3 many link types
o different characteristics

O uniform service difficult

O strict timing, reliability
requirements

O need for guaranteed
service

7 “dumb” end systems
O telephones
O complexity inside
network
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7 4.1 Introduction

3 4.2 Virtual circuit and
datagram networks

7 4.3 What' s inside a
router

7 4.4 IP: Internet
Protocol
o Datagram format
O IPv4 addressing
o ICMP
o IPv6

3 4.5 Routing algorithms
O Link state
O Distance Vector
O Hierarchical routing

3 4.6 Routing in the
Internet
o RIP
o OSPF
o BGP

7 4.7 Broadcast and
multicast routing

Network Layer 4-24



The Internet Network layer

.
.
b e vjua Ifmagine fa B el o Yot cpere iffulyiente e Yol pfure limmafine ¢ s - neoffatal e § colgghe Brire di nuovo il file. Se viene visualizzata di nuovo la x rossa, potrebbe
' essere necessario eliminare I'immagine e insenirla di nuovo

Transport layer: TCP, UDP

Routing protocols IP protocol :

-path selection -gddressmgzc conventions

‘RIP P P ‘datagram tormat
Network  OSPF, B6 ‘packet handling conventions

layer AN

forwardin

ICMP protocol

table :
_— error reporting
‘router
. e

Link layer

physical layer
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Interplay between routing, forwarding

routing algorithm

local forwarding table
header value |output link

0100 | 3
0101 | 2
0111 | 2
1001 | 1

value in arriving

packet’ s heade;

3\2
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Graph abstraction

Graph: G = (N,E)
N = set of routers ={u, v,w, X, vy, z}

E = set of links ={ (u,v), (u,x), (v,x), (v,w), (x,w), (X,y), (w,y), (W,z), (y,2) }

Remark: Graph abstraction is useful in other network contexts

Example: P2P, where N is set of peers and E is set of TCP connections
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Graph abstraction: costs

* ¢(x,x" ) = cost of link (x,x")

-eg., c(w,z)=5

- cost could always be 1, or
inversely related to bandwidth,
or inversely related to
congestion

Cost of path (X, X5, X3,..., Xp) = €(X1,Xz) + €(Xz,X3) + ... + €(X,.1.,X,)

Question: What' s the least-cost path between uand z ?

Routing algorithm: algorithm that finds least-cost path

Network Layer 4-29



Routing Algorithm classification

Global or decentralized
information?
Global:

T all routers have complete
topology, link cost info

3 “link state” algorithms
Decentralized:

I router knows physically-
connected neighbors, link
costs to neighbors

7 iterative process of
computation, exchange of
info with neighbors

7 “distance vector”
algorithms

Static or dynamic?
Static:
T routes change slowly
over time
Dynamic:
7 routes change more
quickly
O periodic update

O in response to link
cost changes
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Chapter 4. Network Layer

3 4.1 Introduction 3 4.5 Routing algorithms
3 4.2 Virtual circuit and O Link state
datagram networks O Distance Vector
9 4.3 What’ s inside a O Hierarchical routing
router 3 4.6 Routing in the
7 4.4 IP: Internet Internet
Protocol O RIP
o Datagram format > OSPF
O IPv4 addressing > BGP
5 TCMP 3 4.7 Broadcast and
5 TPv6 multicast routing
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A Link-State Routing Algorithm

Dijkstra’ s algorithm

I net topology, link costs
known to all nodes

O accomplished via “link
state broadcast”

O all nodes have same info
7 computes least cost paths

from one node ( ‘source”)
to all other nodes

O gives forwarding table

for that node
7 iterative: after k

iterations, know least cost

path to k dest.’s

Notation:

3 c(x,Y): link cost from node
x toy, = o if not direct
neighbors

3 D(v): current value of cost
of path from source to
dest. v

3 p(Vv): predecessor node
along path from source to v

3 N'": set of nodes whose
least cost path definitively
known
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Dijsktra’s Algorithm

1 Initialization: D(v)=D(u,v)
2 N'={u}

3 for all nodes v

4  if vadjacent tou

3 then D(v) = c(u,v)
6 else D(v) =

7

8

(\‘ Loop
9 find w not in N' such that D(w) is a minimum
10 addwto N’

11 update D(v) for all v adjacent to w and not in N' :
12 D(v) = min( D(v), D(w) + c(w,v) )

13 /* new cost to v is either old cost to v or known

U4 shortest path cost to w plus cost from w to v */

15 wuntil all nodes in N’

Grafo pesato diretto con pesi non negativi Network Layer 4-33



Dijkstra’ s algorithm: example

Step N'_ D(v),p(v) D(w),p(w) D(x),p(x) D(y).,p(y) D(z),p(z)
0 u 2,u 5u  1,.u oo oo
1 2 X o
2 4,y
3 4,y
4 4,y
5
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Dijkstra’s algorithm: example (2)

Resulting shortest-path tree from u:

Sw2

e

Resulting forwarding table in u:

destination

link

N S < X <

(uyv)
(ux)
(ux)
(u,x)

(u,x)
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