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WSN towards Internet of Things

“Things having identities and virtual
personalities operating in smart spaces
using intelligent interfaces to connect and
communicate within social, environmental,
and user contexts” (EPoSS 2008)

“A world-wide network of interconnected
objects uniquely addressable,

based on standard communication protocols.”
(EP0SS 2008)

"loT can be understood as an enabling
framework for the interaction between a
bundle of heterogeneous objects and also ?I?CO

as a convergence of technologies. “ 50 Billions of
(Farideh Ganiji, Ernesto Morales Kluge and objects by 2020
Bernd Scholz-Reiter 2010)
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Concern about Privacy
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Security on WSN

Secure communication between nodes

Confidentiality A/l\‘ Integrity

Authentication

Requirements

Scenario d &

Military Different constraints
mﬂ‘:—%{‘

Imote2

TelosB

control

Healthcare
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First contribution

How to establish a secure channel -
Yo Ja% Yo
between nodes? Bob!_)._)&f/\$ Bob!
ANNIE BOB

* A new protocol for key management and cipher suite negotiation
based on TLS standard protocol.

 Implementation on two platform (MICA2, TelosB)
* Development of cryptographic library for TinyOS 2.x

It supports different key management mechanisms: RSA, ECC, IBC

: Energy consumption overhead
Performance evaluation -

Message overhead
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Handshake

Responder

Negotiation
Handshake

L Negotiation

v

* The InitiatorHello message fits
a 28 byte packet

* Handshake message depends
on which mechanism is used:
RSA - ECC - IBC

* The Finished message
contains an HMAC of previously
messages
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Limitations

- Single, known recipient of data
* Unknown recipient?

* Many recipients?
* More may join system later?

- All-or-nothing data sharing

* Should each recipient see everything?
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Functional encryption

ho should have
access to my data?
VVhatshoukjthey\

* Data access can be required by
see?

doctors, nurses, hospital staff or
researchers Patient

* The information is not
revealed to all the parties £CG
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CiphertextPolicy-ABE

* Ciphertexts: associated with access forumlas
@(A ORB) AND C

* Secret Keys: associated with attributes

I C}
* Decryption:
, c} @(A OR B) AND C
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Vo)

Example

Patient

ECG
Surgeon

Access Policy
(“Doctor” OR “Surgeon”)

Doctor
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AGREE

Protocol:

1.
2.

w

event detection: a value is sampled;
context evaluation: based on the value
sampled, definition of event type (e.g., normal
or critical);

generation of access control matrix: using LSSS;
derivation of key to encrypt data: using
Ciphertext-Policy ABE;

data encryption: using AES 128;
send encrypted data + policy;

ECG

10
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PRO vs CONS

O Only one encryption

O Access Policie linked to the data
() Multi-Authority
() Context-aware
€ Long Time Execution

€ High Energy Consumption

Generation

Energy consume in mJ

Attributes | Policy Length | Tx [bytes] | Scalar | Energy Energy
[bytes] Multi. | (Telos B) | (Mica2)

3 349 209 + |key| 10 115.3 645.1

) 569 345 + |key| 16 184.6 1032.2

7 797 489 + |key| 22 253.8 1419.3

9 1033 641 + |key| 28 323.0 1806.3

11 1277 801 + |key| 34 392.2 2193.4

11
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Energy sources

Body Heat (2.4-4.8W)

Exhalation (<1W) 8 8

\ Blood pressure (<0.93W)

I Y

Arm motion (<60W)

Finger motion (6.9-19mW) /

Footfalls (<67W)

\.

Human body
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TENZA

Indoor light energy harvesting

........ Energy surplus

2 day

/s snapshot, 0.5 W PV cell

Max supercapacitor energy level

Supercapacitor energy level

Harvested power

Excess energy
would be wasted
if not used

Supercapa{itor level

Harvestéd power

Harvest light energy indoor from:

« artificial light generated by ceiling and table lamps
* solar light entering the room from the windows

13
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PRO vs CONS

() Only one encryption Generation
() Access Policie linked to the data
() Multi-Authority
() Context-aware

3 Time Execution

Energy Consumption i i : | : | :

Average percentage of cache misses

Fraction of initial energy residual over time ( enhants-C dataset ) 90

1.4 Current === AGREE
--=- Without harvesting - ~e- - Current + Random 80 |- == Current + Random
1.2 —=— Current —+— AGREE

% of cache misses

Residual energy (fraction of initial)

0 5 10 15 20 25 30

ROME enhants-C enhants-F
Time (days)
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Interesting idea

* Modern sensors are equipped with flash memories which
make memory consumption a less critical requirement

* Emerging energy harvesting technologies provide occasional
energy peaks which could be exploited for anticipating
otherwise costly computational tasks

Combine pre-computation techniques + energy harvesting

Data from sensors

@ Authentication
+

Integrity

@ Standard Digital Signature

15
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| ' Standard ECDSA

- ]
Standard ECDSA —
~2 seconds
-
CPU work Less
battery life

. : . .. r
Most expansive computation on ECDSA is modular exponentiation §

BOYkO, Peinado and Venkatesan (BPV) _

speeds up the computation by \

preliminary precomputing, and storing
in a table, a number n of randomly
chosen pairs (x, g°).

16
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Comparision

Comparision with NTRUSign, other optimizations of ECDSA, and XTR-DSA.
Parameters: n = 160, n_ = 32, k=38

| Author(s) | Scheme | ROM | RAM | —Sig— | —kpriv— | —kpub— | tsign | Forultsign) |
Gura et al,, RSA 7.4kB | 1.1kB | 128B 1288 131B | 10.99s 263.8mJ
Liu et al., ECDSA | 19.3kB | 1.5kB | 40B 21B 40B | 2.001s 14.8mJ
NTRUSign | 11.3kB | 542kB | 127B 3838 127B | 0.619s 22.3m]
Driessen etal, | ECDSA | 43.2kB | 3.0kB | 40B 218 40B | 0.018s 22.0mJ
“XTR-DSA | 24.3kB | 1.6kB | 40B 208 1768 | 0.965s 23.2m]
This work ECDSA | 18.2kB | 1.0kB | 40B 21B 40B | 0.346s 8. 1m))
Energy Consumption Modular exponentiation
& ‘ & ‘ [ ‘
2.24 s
10X 3X @
E 0.25s
ECDSA XTR-DSA  NTRUsign Our ECDSA

T -




Blockchain Technology
Bitcoin and Beyond

Slides adapted from David V Duccini



What is Bitcoin

* A protocol that supports a decentralized, pseudo-anonymous,
peer-to-peer digital currency*

* A publicly disclosed linked ledger of transactions stored in a
blockchain

* A reward driven system for achieving consensus (mining)
based on “Proofs of Work” for helping to secure the network

* A “scare token” economy with an eventual cap of about 21M
bitcoins

* | would argue it behaves more like a security like a Stock or Bond than a currency, a
crypto-equity



Bitcoin Whitepaper - 2008.10.31*

Bitcoin: A Peer-to-Peer Electronic Cash System

Satoshi Nakamoto
satoshin@gmx.com
www.bitcoin.org

Abstract. A purely peer-to-peer version of electronic cash would allow online
payments to be sent directly from one party to another without going through a
financial institution. Digital signatures provide part of the solution, but the main
benefits are lost if a trusted third party is still required to prevent double-spending.
We propose a solution to the double-spending problem using a peer-to-peer network.
The network timestamps transactions by hashing them into an ongoing chain of
hash-based proof-of-work, forming a record that cannot be changed without redoing
the proof-of-work. The longest chain not only serves as proof of the sequence of
events witnessed, but proof that it came from the largest pool of CPU power. As
long as a majority of CPU power is controlled by nodes that are not cooperating to
attack the network, they'll generate the longest chain and outpace attackers. The
network itself requires minimal structure. Messages are broadcast on a best effort
basis, and nodes can leave and rejoin the network at will, accepting the longest

~ o ~ o~

* Halloween



Features of Bitcoin

* Essentially it’s “deflationary” — the reward is cut in half every four
years, and tokens can be irrevocably destroyed

* Nearly infinitely divisible currency units supporting eight decimal
places 0.00000001 (known as a Satoshi or Noncent*)

* Nominal transaction fee’s paid to the network
Same cost to send $.01 as $1,000,000

* Consensus driven — no central authority

* Counterfeit resilient
Cannot add coins arbitrarily
Cannot be double-spent

* Non-repudiation — aka “gone baby gone” — no recourse and no one
to appeal to return sent tokens

http://www.urbandictionary.com/define.php?term=Noncents



When did it start?

* “Satoshi Nakamoto” created the reference implementation that
began with a Genesis Block of 50 coins
* 2008
August 18 Domain name "bitcoin.org" registered!.
October 31 Bitcoin design paper published
November 09 Bitcoin project registered at SourceForge.net

* 2009
January 3 Genesis block established at 18:15:05 GMT
January 9 Bitcoin v0.1 released and announced on the
cryptography mailing list
January 12 First Bitcoin transaction, in block 170 from Satoshi to Hal
Finney

https://en.bitcoin.it/wiki/History



Why does it have value?

The worth of a thing
is the price it will bring.



Why does it matter?

3.6 Billion Dollar Market Cap!

# Name Market Cap Price Available Supply Volume (24h)
1 ) Bitcoin $ 3,669,414,845 $ 267.57 13,713,850 BTC $ 17,532,500
2 +*f Ripple $ 582,973,299 $0.018819  30,978,075,200 XRP * $ 582,145

3 @ Litecoin $ 61,428,208 $1.73 35,502,504 LTC $ 2,578,080



Decentralized

* The “digital wallet” operates in a peer to peer mode

* When it starts it bootstraps to find other wallets
Originally it used the Internet Relay Chat (IRC) network
Now based on DNS and “seed nodes”

* The wallet will synchronize with the network by downloading
ALL of the transactions starting from the GENESIS block if
necessary

338,540 blocks at time of slide prep
Just over 20 GB
* Using a “gossip protocol” the wallets share all transaction

information with their peers http://en.wikipedia.
org/wiki/Gossip _protocol




Coins flow from Inputs to
Outputs

A coin owner transfers coins by digitally signing (via ECDSA) a hash digest of the
previous transaction and the public key of the next owner. This signature is then
appended to the end of the coin.

Transaction Transaction Transaction
Owner 1's Owner 2's Owner 3's
Public Key Public Key Public Key

Hash ‘ Hash Hash
‘ "‘%y N ‘ i, .. -
Owner 0's Owner 1's Owner 2's
Signature « Signature v Signature
Owner1's | Owner2's | Owner 3's

Private Key Private Key Private Key




Pseudo Anonymous

* Using public key cryptography, specifically Elliptic Curve
Cryptography due to its key strength and shorter keys

* Transactions are sent to public key “addresses”
1AjYPi8qryPClubxgdJuQzVnWFXLmxq9s3
1Giveddbry2pylihnpgV6Urq2SGEhpz3K

d39b0c4653b982e9aee616003db410e75868f61054656e044f0cdedbbbe77342

1G5kvbP33mMwgtSTHpwAJe86XWKBwWUHSV4 . . .
1JgFCQNCJr16rb4h3J2SvDg5ic5UejEPwi

1HKBEEHryiuBd8Fp9Skhui6YGnLYNB3hQZ .
. . 14DaDziYJCD4h8GQ3nbh8bx244Fc9Fc13J
1pob2EUUE1r7PjpMceubopkSWnrkSivY5

2015-01-13 16:23:53

2.103973 BTC
0.01000001 BTC

2.11397301 BTC

II



Addresses are like Accounts

* The wallet listens for transactions addressed to any of its
public keys and in theory is the only node that is able to
decrypt and accept the transfer

* “Coins” are “sent” by broadcasting the transaction to the

network which are verified to be viable and then added to a
block

* Keys can represent a MULTI-SIG address that requires a N of
M private keys in order to decrypt the message



Public Ledger

* Every viable transaction is stored in a public ledger

* Transactions are placed in blocks, which are linked by SHA256
hashes.

* https://blockchain.info

Block Block

et Prev Hash Nonce | Prev Hash Nonce

Tx Tx Tx Tx




Arriving at Consensus

* Although the accepted chain can be considered a list, the
block chain is best represented with a tree.

* The longest path represents the accepted chain.

* A participant choosing to extend an existing path in the block
chain indicates a vote towards consensus on that path. The
longer the path, the more computation was expended
building it.

Block8 |—»! Block9

Block 4 Block 7

Block 1 Block 2 4+ Block 3 4+ Block 5 _.} Block 6 —+Block 10

Time Period 1 Time Period 2 ’ Time Period 3 ‘ Time Period 4 | Time Period 5 | Time Period &




Consensus Process = Mining

* Originally the digital wallet could also participate in the
consensus process by attempting to secure the network
directly

* This process is known as “mining”

* Mining involves attempting to find a numerical value, known
as a “nonce” that when combined with all open transactions
can be “hashed” into a value that satisfies a certain “difficulty

”

* Custom, purpose built-hardware has long since replaced the
function such that its no longer productive for simple CPU
based systems to compete in the mining process, and thus it
was removed



Hashcash
(Or How to Pay a Byzantine Generals Salary)

* Like many great ideas to become realized, it takes a
confluence of other great ideas

* Based on the idea of HashCash, a Proof of Work concept
invented by Adam Back in 1997 (http://www.hashcash.
org/papers/hashcash.pdf)

* Originally proposed as an anti-spam throttling mechanism

* The core idea is that before accepting a transaction, the
sender must first demonstrate a “cost” via a computationally
“hard” problem that can simultaneously be easily verified.

* This generally referred to as a “Proof of Work”

T < MINT(C) mint token based on challenge

C + CHAL(s,w) server challenge function
V < VALUE(T) token evaluation function



The Role of Hashing

* A hash function is any function that can be used to map digital
data of arbitrary size to digital data of fixed size, with slight
differences in input data producing very big differences in output
data.

* MD5, SHA1, SHA256
* For example, the MD5 hashes of ‘abc’ compared to ‘abC’

abc
Obee89b07a248e27c83fc3d5951213c1

abC
2217c53a2f88ebadd9b3cla79cde2638

“The Quick Brown Fox Jumped Over the Lazy Dog”
2dfd75162490ed3b4c893141f9ab37cf



Proof of Work

* A publicly auditable cost-function can be efficiently verified by
any third party without access to any trapdoor or secret
information.

* A fixed cost cost-function takes a fixed amount of resources to
compute. The fastest algorithm to mint a fixed cost token is a
deterministic algorithm.

* A probabilistic cost cost-function is one where the cost to the
client of minting a token has a predictable expected time, but
a random actual time as the client can most efficiently
compute the cost-function by starting at a random start value.
Sometimes the client will get lucky and start close to the
solution.



The Hash Lottery

* Hashing is straightforward, but not challenging

* Unless the goal is to say, find me a hash value that satisfies a
certain level of “difficulty”

* For example, let’s say the challenge is find a hash-value that
begins with a number of zeros, for a given input

* The Proof of Work comes from finding a number (known as a
NONCE) that when added to the input changes the output of
the hash value to satisfy the difficulty.

* In the Bitcoin world this is what “mining” is and in effect is
little more than a lot of hash-power spent on guessing
winning lottery numbers that satisfy the difficulty of the
problem in order to obtain the reward from the network



The Payout

* The node that finds the best solution to the challenge is
provisionally granted a reward

* Originally in Bitcoin it was 50 new coins

* Competing solutions are evaluated based on which node
offers the higher number of transactions included in the
candidate block as well as the level of over-satisfying the
difficulty.

* For example, if two nodes offer a solution to the challenge
and both have the same number of transactions, the reward
will go to the node that found a NONCE that beat the
challenge

E.G. Find a hash that begins with 4 zeros

The node that supplies a hash that has 5 zeros beats the node
that only finds the minimum



Transaction Confirmation

* Having a transaction provisionally accepted into a candidate
block signals that the network has verified that the inputs
were viable

* Every new block accepted into the chain after the transaction
was accepted is considered a confirmation

* Coins are not considered mature until there have been 6
confirmations (basically an hour assuming a 10 minute block
cadence)

* New Coins created by the mining process are not valid until
about 120 confirmations

* This is to assure that a node with more than 51% of the total
hash-power does not pull off fraudulent transactions



Why 51% Matters

c “Whendoes1+1=37?"*%

* In the case of Bitcoin “consensus” goes to the chain with the
highest number of blocks

* Not just in theory, but in practice several large mining pools have
generated six blocks in a row

* To date the network has voluntarily shifted its mining power
around or faced Distributed Denial of Service attacks

* When everyone says it does!



Other Uses of Blockchain Tek

* Registeries

* Authoritative Systems of Record

* Directory Services

* Timestamping Services (“Proof of Existence”)
* Counter-party Exchanges



Namecoiln

The first fork of Bitcoin with a purpose
 Securely record and transfer arbitrary names (keys).
* Attach a value (data) to the names

* (up to 520 bytes, more in the future).

* Transact namecoins, the digital currency (N, NMC).

6 O (@) NamelD: Your Crypto-OpenID "
n . . ’ €9 https & nameid.org ¢ [WReade ] @
#E  News v RingCentral IDCOINS ¥ News/Crypto ¥ ilding h... on Wind »

NamelD Home Your ID Add-On FAQs Contact

id/littleduke

IThe Namecoin identity id/1littleduke has some public profile information registered:

Real Name David V Duccini
Email dduccini@gmail.com

Copyright © 2013-2014 by Daniel Kraft. NamelD is free software under the terms of the AGPL v3, check out the source
code!

BTC: 1Nameid3brhZrbTN1M7t6afMAfVBiGioJT | NMC: NAmeid5L2ZcaQFszYwk4sa929zbQymaaWa



Namecoin as a fault-tolerant
Domain Name System

Can act as a decentralized Domain Name Service that is resilient
to censorship

http://bit.namecoin.info



Alternates to Bitcoin aka Altcoins

|”

* “Good artists copy. Great artists stea
* The first alternate blockchain was Namecoin

* Early attempts to “re-level the playing field” were made by
changing the hashing function from SHA256 to SCRYPT

* SCRYPT is a “memory intensive” function that was thought to
be resistant to customized hardware (false)

* Changes to the block emit time target were also changed from
Bitcoins 10 minutes to 2.5 minutes to increase the velocity

* Newer ALTS incorporate every escalating hash functions,
chained together in novel ways to resist giving purpose built
hardware an advantage over CPU based mining



A Babel of Altcoins

* Now well over 500 “alternate” coins to Bitcoin
* 99.999% of them are simply brands / clones
* Most tinker with:
the total coin supply
the hashing functions (SHA256, SCRYPT, X11 et al)
block emit time targets
Proof of Something (Proof of Work, Proof of Stake)
* Notable Alts: Ripple, Litecoin, Dogecoin
* Total Market Cap: $ 4,540,315,390 (Bitcoin is 3.6B of that)
* http://coinmarketcap.com



Bitcoin 2.0

* Smart Contracts
Escrow-free exchange
Insurance

* Voting
* Distributed Autonomous Organizations

* |dentity & Reputation Systems
http://bit.ly/idcoins

* Notable Implementations



Ethereum.org

Turing complete contracts on a blockchain.

* Contracts are the main building blocks of Ethereum.

* A contract is a computer program that lives inside the
distributed Ethereum network and has its own ether balance,
memory and code.

* Every time you send a transaction to a contract, it executes its
code, which can store data, send transactions and interact
with other contracts.

* Contracts are maintained by the network, without any central
ownership or control.

* Contracts are written in languages instantly familiar to any
programmer and powered by Ether, Ethereum's cryptofuel.



Bad Uses for Good

Technology
“Guns Don't Kill People Peogle Kill People”

* Bitcoin has had its fair share of “bad press

* Silk Road
An online anonymous marketplace for “censorship-free”
commerce

Ross Ulbricht’s trial starts this week
* Bitinstant

Charlie Shrem plead guilty to aiding money laundering
* MT-GOX

aka “Magic The Gathering Online eXchange”

700,000 coins “missing”
* Neo & Bee

* Bitstamp



Resources

* Bitcoin: A Peer-to-Peer Electronic Cash System https://bitcoin.

org/bitcoin.pdf

* http://coinmarketcap.com
* Hashcash.org

* |IDCoins: A Web of Trust Blockchain for Identity and
Reputation, David V Duccini, http://bit.ly/idcoins

* “Mastering Bitcoin”, Andreas M.Antonopoulos , O’Reilly
Media

* http://www.bitcoinsecurity.org/2012/07/22/what-is-bitcoin/
* https://www.weusecoins.com




Anonymizing Network
Technologies

Some slides modified from Dingledine, Mathewson,
Syverson, Xinwen Fu, and Yinglin Sun



Problem

« Internet surveillance like traffic analysis
reveals users privacy.

= Encryption does not work, since packet
headers still reveal a great deal about users.

=« End-to-end anonymity is needed.

= Solution: a distributed, anonymous network



What is Tor

= loris a distributed anonymous communication
service using an overlay network that allows people
and groups to improve their privacy and security on
the Internet.

= Individuals use Tor to keep websites from tracking
them, or to connect to those internet services
blocked by their local Internet providers.

= lor's hidden services let users publish web sites and
other services without needing to reveal the location
of the site.



Design

=« Overlay network on the user level
= Onion Routers (OR) route traffic

= Onion Proxy (OP) fetches directories and
creates virtual circuits on the network on
behalf of users.

=« Uses TCP with TLS
« All data is sent in fixed size (bytes) cells



