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A note on the use of these ppt slides:
We’re making these slides freely available to all (faculty, students, readers). 
They’re in powerpoint form so you can add, modify, and delete slides  
(including this one) and slide content to suit your needs. They obviously 
represent a lot of work on our part. In return for use, we only ask the 
following:
� If you use these slides (e.g., in a class) in substantially unaltered form, 
that you mention their source (after all, we’d like people to use our book!)
� If you post any slides in substantially unaltered form on a www site, that 
you note that they are adapted from (or perhaps identical to) our slides, and 
note our copyright of this material.

Thanks and enjoy!  JFK/KWR

All material copyright 1996-2002
J.F Kurose and K.W. Ross, All Rights Reserved
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Source port Destination port
00000000 protocol UDP length
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8 bytes UDP header

Protocol field (TCP=6,UDP=17) necessary, as same checksum 
calculation used in TCP. UDP length duplicated.
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Application developer integrates
RTP into the application by:
•writing code which creates the RTP 
encapsulating packets; 

•sends the RTP packets into a UDP 
socket interface. 

Application

RTP

UDP

IP

Lower layers

SOCKET
INTERFACE

Details of RTP in subsequent courses – unless we are ahead of schedule
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Solution for audio/video: 
Real Time Protocol 
(RTP, RFC 1889)
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IP

IP
IP

IP

TCP TCP
IP

Appl.
Appl.

�TCP functions
� application addressing (ports)
� error recovery (acks and 

retransmission)
� reordering (sequence numbers)
� flow control 
� congestion control
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Application view

TCP view
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�/	���� ����
r Application data broken into segments for transmission
r segmentation totally up to TCP, according to what TCP considers being

the best strategy
r each segment placed into an IP packet
r very different from UDP!! 

TCP data

IP dataHeader IP

Header TCP TCP data

IP dataHeader IP

Header TCP
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0 3 7 15 31

Header
length

checksum

32 bit Sequence number

Window size

Source port Destination port

Options (if any)

32 bit acknowledgement number
6 bit

Reserved
Urgent pointer

Data (if any)

padding
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32 bit acknowledgement number
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Urgent pointer
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Options (if any)
00000000
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INTERNET
packet packet PROBLEMS:

1) Packet received with errors
2) Packet not received at all

Same problem considered at DATA LINK LAYER 
(although it is less likely that a whole packet is lost at data link)
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rdt_send(): ��&&��	-��� 	�)�*��	
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Wait for 
call from 
above packet = make_pkt(data)

udt_send(packet)

rdt_send(data)

extract (packet,data)
deliver_data(data)

Wait for 
call from 

below

rdt_rcv(packet)
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Wait for 
call from 
above

snkpkt = make_pkt(data, checksum)
udt_send(sndpkt)

extract(rcvpkt,data)
deliver_data(data)
udt_send(ACK)

rdt_rcv(rcvpkt) && 
notcorrupt(rcvpkt)

rdt_rcv(rcvpkt) && isACK(rcvpkt)

udt_send(sndpkt)

rdt_rcv(rcvpkt) &&
isNAK(rcvpkt)

udt_send(NAK)

rdt_rcv(rcvpkt) && 
corrupt(rcvpkt)

Wait for 
ACK or 

NAK

Wait for 
call from 

below������

�����*��
rdt_send(data)

Λ
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Wait for 
call from 
above

snkpkt = make_pkt(data, checksum)
udt_send(sndpkt)

extract(rcvpkt,data)
deliver_data(data)
udt_send(ACK)

rdt_rcv(rcvpkt) && 
notcorrupt(rcvpkt)

rdt_rcv(rcvpkt) && isACK(rcvpkt)

udt_send(sndpkt)

rdt_rcv(rcvpkt) &&
isNAK(rcvpkt)

udt_send(NAK)

rdt_rcv(rcvpkt) && 
corrupt(rcvpkt)

Wait for 
ACK or 

NAK

Wait for 
call from 

below

rdt_send(data)

Λ
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Wait for 
call from 
above

snkpkt = make_pkt(data, checksum)
udt_send(sndpkt)

extract(rcvpkt,data)
deliver_data(data)
udt_send(ACK)

rdt_rcv(rcvpkt) && 
notcorrupt(rcvpkt)

rdt_rcv(rcvpkt) && isACK(rcvpkt)

udt_send(sndpkt)

rdt_rcv(rcvpkt) &&
isNAK(rcvpkt)

udt_send(NAK)

rdt_rcv(rcvpkt) && 
corrupt(rcvpkt)

Wait for 
ACK or 

NAK

Wait for 
call from 

below

rdt_send(data)

Λ
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DATA

ACK

SRC DST

Basic ACK idea

DATA

NACK

SRC DST

Basic NACK idea

Error 
Check:

OK

COMPONENTS: a) error checking at receiver; b) feedback to sender; c) retx

Error 
Check:

corrupted

DATA
Automatic 
retransmit

DATA
SRC DST

Basic ACK/Timeout idea

Retx
Timeout
(RTO) 

DATA

DATA
SRC DST

DATA

Error 
Check:

corrupted

DATA
SRC DST

DATA

ACK
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% ��	��E�����	��� )���I
9��	����:

Sender side:

DATA

DATA

ACK
RTO

DATArtx

Receiver side:

DATA

NETWORK
(ACK lost)

New data?
Old data?

Need to univocally “label” all packets circulating 
in the network between two end points.

1 bit (0-1) enough for Stop-and-wait
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Wait for 
call 0 from 

above

sndpkt = make_pkt(0, data, checksum)
udt_send(sndpkt)

rdt_send(data)

Wait for 
ACK or 
NAK 0 udt_send(sndpkt)

rdt_rcv(rcvpkt) &&  
( corrupt(rcvpkt) ||
isNAK(rcvpkt) )

sndpkt = make_pkt(1, data, checksum)
udt_send(sndpkt)

rdt_send(data)

rdt_rcv(rcvpkt)   
&& notcorrupt(rcvpkt) 
&& isACK(rcvpkt) 

udt_send(sndpkt)

rdt_rcv(rcvpkt) &&  
( corrupt(rcvpkt) ||
isNAK(rcvpkt) )

rdt_rcv(rcvpkt)   
&& notcorrupt(rcvpkt) 
&& isACK(rcvpkt)

Wait for
call 1 from 

above

Wait for 
ACK or 
NAK 1

ΛΛ
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Wait for 
0 from 
below

sndpkt = make_pkt(NAK, chksum)
udt_send(sndpkt)

rdt_rcv(rcvpkt) && 
not corrupt(rcvpkt) &&
has_seq0(rcvpkt)

rdt_rcv(rcvpkt) && notcorrupt(rcvpkt) 
&& has_seq1(rcvpkt)

extract(rcvpkt,data)
deliver_data(data)
sndpkt = make_pkt(ACK, chksum)
udt_send(sndpkt)

Wait for 
1 from 
below

rdt_rcv(rcvpkt) && notcorrupt(rcvpkt) 
&& has_seq0(rcvpkt) 

extract(rcvpkt,data)
deliver_data(data)
sndpkt = make_pkt(ACK, chksum)
udt_send(sndpkt)

rdt_rcv(rcvpkt) && (corrupt(rcvpkt)

sndpkt = make_pkt(ACK, chksum)
udt_send(sndpkt)

rdt_rcv(rcvpkt) && 
not corrupt(rcvpkt) &&
has_seq1(rcvpkt)

rdt_rcv(rcvpkt) && (corrupt(rcvpkt)

sndpkt = make_pkt(ACK, chksum)
udt_send(sndpkt)

sndpkt = make_pkt(NAK, chksum)
udt_send(sndpkt)
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Wait for 
call 0 from 

above

sndpkt = make_pkt(0, data, checksum)
udt_send(sndpkt)

rdt_send(data)

udt_send(sndpkt)

rdt_rcv(rcvpkt) &&  
( corrupt(rcvpkt) ||

isACK(rcvpkt,1) )

rdt_rcv(rcvpkt)   
&& notcorrupt(rcvpkt) 
&& isACK(rcvpkt,0)

Wait for 
ACK

0
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Wait for 
0 from 
below

rdt_rcv(rcvpkt) && notcorrupt(rcvpkt) 
&& has_seq1(rcvpkt) 

extract(rcvpkt,data)
deliver_data(data)
sndpkt = make_pkt(ACK1, chksum)
udt_send(sndpkt)

rdt_rcv(rcvpkt) && 
(corrupt(rcvpkt) ||

has_seq1(rcvpkt))

udt_send(sndpkt)
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Why sequence numbersWhy sequence numbers??
(on (on ackack))

Sender side:

DATA 1

DATA 2

Receiver side:

Data 2 lost !!

With pathologically critical network (as the Internet!)
also need to univocally “label” all acks circulating 

in the network between two end points.
1 bit (0-1) enough for Stop-and-wait ?

ACK
Queueing

Delay

Duplicated
ACK

DATA 3

ACKDATA 1

ACK
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sndpkt = make_pkt(0, data, checksum)
udt_send(sndpkt)
start_timer

rdt_send(data)

Wait 
for 

ACK0

rdt_rcv(rcvpkt) &&  
( corrupt(rcvpkt) ||
isACK(rcvpkt,1) )

Wait for 
call 1 from 

above

sndpkt = make_pkt(1, data, checksum)
udt_send(sndpkt)
start_timer

rdt_send(data)

rdt_rcv(rcvpkt)   
&& notcorrupt(rcvpkt) 
&& isACK(rcvpkt,0)

rdt_rcv(rcvpkt) &&  
( corrupt(rcvpkt) ||
isACK(rcvpkt,0) )

rdt_rcv(rcvpkt)   
&& notcorrupt(rcvpkt) 
&& isACK(rcvpkt,1)

stop_timer
stop_timer

udt_send(sndpkt)
start_timer

timeout

udt_send(sndpkt)
start_timer

timeout

rdt_rcv(rcvpkt)

Wait for 
call 0from 

above

Wait 
for 

ACK1

Λ
rdt_rcv(rcvpkt)

Λ
Λ

Λ
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/��-��� ����	�-	���� '

r ���� '	� �����	)��	���-��� ����	������

r �+�� �&��	0	X )��	&����	03	� �	�$�	���� 	��&���	0"8	�������

������� �� 7 C�),���
0'UUD	),���

7	C	� �������

m .	�������	���&�>����� Q -�������	�-	��� �	������	)���	�������

m 0"8	��� �*���	�'	� ��� $V	���8,���	�������� �*��	0	X )��	&���

m ���� ���	�������&	&�� ���	���	�-	�������&	���������H

 

.	
������	

= 
.''C 

�' ''C	
= ' '''�5	

� �������


	,	#	

#��	M	
	,	#	
= 


	9������	&�����	��	)���:
#	9������ ������	�����	)��:

7

���������	
���� 3-56
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first packet bit transmitted, t = 0

sender receiver

RTT

last packet bit transmitted, t = L / R

first packet bit arrives
last packet bit arrives, send 
ACK

ACK arrives, send next 
packet, t = RTT + L / R
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/���&����	�������&�

/���&������ ������	�&&�� �	� �&���&��	;��$-&����<�	���$��$
)�$������ &�����	����

m �����	�-	��E�����	��� )���	� ���	)�	���������

m )�--�����	��	������	���,��	�����*��

r �� �	�������	-��� �	�-	����&����	�������&��	��$8���$��	
��&����*�	������
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/���&������	���������	���&�>�����

first packet bit transmitted, t = 0

sender receiver

RTT 

last bit transmitted, t = L / R

first packet bit arrives
last packet bit arrives, send ACK

ACK arrives, send next 
packet, t = RTT + L / R

last bit of 2nd packet arrives, send ACK
last bit of 3rd packet arrives, send ACK
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X �$8���$�
=������
r �$)��	��E B	��	��� ������

r ;� ����� <	�-	��	��	��	���������*�	�����S�� ���� �&&�� ��

r �"9�:�	�"�	�&&	���� ��	���	���&�����	��E B	�	$ ;��� �&���*�	�"<

m � ��	�����*�	���&�����	�"�	9���	�����*��:

r ��� ��	-��	����	��$-&����	���

r ��� ����9�:� �������� ��	��� �	���	�&&	������	��E B	���� ��	� �����
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X 8��	������	�+������	�=1

Wait start_timer
udt_send(sndpkt[base])
udt_send(sndpkt[base+1])
…
udt_send(sndpkt[nextseqnum-1])

timeout

rdt_send(data)

if (nextseqnum < base+N) {
sndpkt[nextseqnum] = make_pkt(nextseqnum,data,chksum)
udt_send(sndpkt[nextseqnum])
if (base == nextseqnum)

start_timer
nextseqnum++
}

else
refuse_data(data)

base = getacknum(rcvpkt)+1
If (base == nextseqnum)

stop_timer
else
start_timer

rdt_rcv(rcvpkt) && 
notcorrupt(rcvpkt) 

base=1
nextseqnum=1

rdt_rcv(rcvpkt) 
&& corrupt(rcvpkt)

Λ
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X 8��	�����*��	�+������	�=1

�"$��&��	�&� ���	����	�"	-��	�������&�$�����*��	���
� ���	�������	��$����� ��E B

m � ��	��������	���&�����	�"�

m ����	��&�	��� �� )��	expectedseqnum

r ���$�-$�����	����	
m �������	9���S�	)�--��:	$V	��	�����*��	)�--�����H

m #�$�"	��� � ���	�������	��$�����	��E B

Wait

udt_send(sndpkt)
default

rdt_rcv(rcvpkt)
&& notcurrupt(rcvpkt)
&& hasseqnum(rcvpkt,expectedseqnum) 

extract(rcvpkt,data)
deliver_data(data)
sndpkt = make_pkt(expectedseqnum,ACK,chksum)
udt_send(sndpkt)
expectedseqnum++

expectedseqnum=1
sndpkt =    
make_pkt(expectedseqnum,ACK,chksum)

Λ
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X 8�	��
������
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=�&����*�	#�����

r �����*��	����*����&&� ������ &�����	�&&	�������&�	
�����*��	����

m )�--���	�����	��	�������	-��	�*�����&	��$�����	��&�*���	
��	�����	&����

r ������	��&�	�������	���� -��	� ����	�"	���	
�����*��

m ������	��� ��	-��	����	���"�� ���

r ������	� �����
m �	���������*�	��E BS�

m �����	&�� ���	��E B�	�-	�����	���"�� ����
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=�&����*�	�������	�������	�����*��	� ����� �
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=�&����*�	������

����	-��� 	�)�*�	�
r �-	��+�	�*��&�)&�	��E B	��	

� ����� �	����	���

��� ����9�:�
r ������	��� ��	�������	��� ��
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r � ���	��� �	��	�����*��
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��+�	���"�� ��E B	
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��&�*��	)�--�����	��$�����	
����:�	��*����	� ����� 	��	
��+�	���$���$�����*��	���

��� �	��	F��*)���$����*)���$0G

r �"9�:
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=�&����*�	�������
��&�� � �

J +�� �&��	
r ��E BS��	'�	0�	��	�
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������	�	���&���

r � 0	���������$&����	
���*����

r � �	1 �&���&�+���	���	
��� �&���&�+���

r � �	���������&���	
����������	.� /

r � 2	/������&��	�-	
��&��)&�	����	�����-��

r � 3	���������$��������	
����������	�/

m ���� ���	���������

m ��&��)&�	����	�����-��

m -&�� 	������&

m ����������	� ������ ���

r � 4	/������&��	�-	
����������	������&

r � 5	�/	����������	
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�/�	( *��*��� #���	5D��	00���	0����	�'0C�	�3C0

r -�&&	���&�+	�����
m )�$����������&	����	-&�� 	

��	��� �	����������

m 1 ==�	� �+�� �� 	���� ���	
��>�

r ����������$���������
m �����������	9�+������	

�-	������&	� ���:	����S�
�������	�����*��	�����	
)�-���	����	�+������

r -&�� 	������&&���
m ������	� �&&	���	

�*��� ��&� 	�����*��

r �����$��$������
m ���	�������	���	�����*��

r ��&��)&��	��$�����	)���	
����� �

m ��	;� ������	)���������<

r ����&�����
m �/	����������	���	-&�� 	

������&	���	� ����� 	��>�

r ����	A 	�����*�	)�--���

socket
door

TCP
send buffer

TCP
receive buffer

socket
door

segment

application
writes data

application
reads data
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�/	���� ���	���������

������	����	B ����	����	B

��	)���

���&�������
����	

9*����)&�	&�����:

��E�����	��� )��

������ &����� ���	��� )��

#����*�	� �����

.�� ����	�������������
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���
����

( ������	9*����)&�	&�����:
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9������&&�	���	����:

�"�	�"	B
*�&��

/=6 �	����	����	���
9������&&�	���	����:

#=��	=L ��	����
����������	����)
9������	������� �

��� � ����:

B	)����	
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��	������
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r =�E�����	��� )���
m =�E�����	��� )��	�-	���	���
� )���	��	���	���� ��� 
m % ���	�������	���$0�	��+�	� ����	)���	��	'

r ������ &����� ���	��� )���
m *�&��	��&�	� ���	�"	-&��	��
m �������	���	��3� )���	��E�����	��� )��	����	���	����	�3����
 ��	

�����*�	97	&���	�������-�&&�	�����*��	)���	�-	����	M	0:
m ������	�������-�&	���������	-��	�&&	)���� ��	��	���B	$ 0	9��� �&���*�:

r % ���	��E,��� �����	���$0�	��+�	� ���	)���	��	'

Header
length

checksum

32 bit Sequence number

Window size

Source port Destination port

32 bit acknowledgement number
6 bit

Reserved
Urgent pointer

U
R
G

A
C
K

P
S
H

R
S
T

S
Y
N

F
I
N
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�/	����	�����-��	� ������ ���
r ��&&	���&�+	����������

m ����	-&�� � ��	)���	�����������	�����������&�

m ��	���	���&�������	������� 	�����	������	��	�� �	����&����	����	
������ �

r ���� ���	�����	� �������� �	��E�����	��� )��
m �����������	��E�����	��� )��� ��	)���	����

m 1 ������� ��	)����

r ����	�-���	������� ��	���	�-	��*����	-&�� ����	
���� ����	9�����)������:

m 8��	���	�������	�&���	���	�����)&�
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8���$��������

0 1001 … … 535… … 1023… …

Example: 1 Kbyte message – 1024 bytes

…

Example: segment size = 536 bytes � 2 segments: 0-535; 536-1023

seq=0

Ack=536
seq=536

Ack=1024

timetime

sender receiver

�% ���3�������
��� ����
����
����������
� =�E	7	-����	)���	��� )��

� #��������	��� 7	&���	)���	
��� )��	M	0

� =��� ���	��>�	7	���$��EB
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/���&�����	Q ��� �&���*�	���

0 1001 … … 535… … 1023… …

Example: 1024 bytes msg; seg_size = 536 bytes  � 2 segments: 0-535; 536-1023

…

seq=0
seq=536

Ack=1024

timetime

sender receiver

��#� #����0�����
� �"	7	������*����	)����	

�������&�	�����*��H	

� E.g. ACK=1024: all bytes 0-1023 
received

� ( ����	��� ��	�-	����&������	
� Go-Back-N ARQ mechanisms
� Sliding window mechanisms

Why pipelining? Dramatic improvement in efficiency!
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1 �&���&�	����R	/����)������

CLIENT SERVER

Bytes 100-199, seq=100,

EMPTY, Ack=200

Bytes 450-525, seq=450, ack=200

Bytes 200-249, seq=200, ack=526

Immediate ack,
no payload Data in reverse

direction,carries 
previous ack

Next segment, 
piggybacked ack
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�/	����	�����-��
)�����������&	�+�� �&�	

16
15
14
13
12
11
10
9
8
7
6
5
4
3
2
1

118
117
116
115
114
113
112

Segment size = 6

Segment size = 4

Time 0: Seq=1, NO ack Seq=112, NO ack

Time 1: Seq=7, ack=116 Seq=116, ack=7

Time 2: Seq=13, ack=119 Seq=119, ack=13

Time 3: Seq=119, ack=17
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�/	��E 	BS�	���	�"�
=�E 	BS��

m )���	������ 	
;��� )��<	�-	-����	
)���	��	���� ���S�	
����

�"��
m ��E B	�-	��+�	)���	

�+������	-��� 	
�����	����

m ��� �&���*�	�"
W � ��� 	�����*��	����&��	

���$�-$�����	���� ����
m ��	�/	����	�����S�	

����	$ ��	��	
�� �&�� �����

6 ���	� 6 ���	8

Seq=42, ACK=79, data = ‘C’

Seq=79, ACK=43, data = ‘C’

Seq=43, ACK=80

.���
�����

Y S

����	�"�
�������	

�-	������
Y S

����	�"�
�������	�-
Y S�	������

)���	Y S

��� �
��� �&�	��&���	��������
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Tx delay
B/C


���	��&��	��� ��������

Router

������� ������	��&���
�C [bit/s] = link rate
�B [bit] = packet size
�transmission delay = B/C [sec]

�J+�� �&��
�512 bytes packet
�64 kbps link
�transmission delay = 512*8/64000 = 64ms

�/����������	��&��	Q ��������	���������	��
�Link length
�Electromagnetig waves propagation speed in 
considered media

�200 km/s for copper links
�300 km/s in air

������	��&���	���&�����
�Queueing
�processing

time

sender

time

receiver

Tx delay
B/C

Prop
delay
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=���$���$� ��� ���-��� ����
Router 1 Router 2

28.8 Kbps
1 ms

1024 Kbps
30 ms

28.8 Kbps
1 ms

time time time time

Start tx

……………

Approx
Half tx time

Completion time (neglecting processing & queueing) =
Tx1 + Prop1 + Tx2 + Prop2 + Tx3 + Prop3 + 
Ack_Tx1 + Prop1 + Ack_Tx2 + Prop2 +
Ack_Tx3 + Prop3 +
[same computation x remaining segment]

tx1
prop1

prop2

tx2
prop3
tx3
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Router 1 Router 2

28.8 Kbps
1 ms

1024 Kbps
30 ms

28.8 Kbps
1 ms

StopStop--andand--waitwait performanceperformance
Numerical exampleNumerical example

r Message: 
m 0'�2	)����R

m �	���� �����	
3�4M2CC	)����

m ( *�������	�'	)����	
�/	M	�'	)����	�/

m �"	7	2'	)����	
9������	��&�:

� Segment 1: 
� Tx1 = 576*8/28,8 = 

160ms
� Tx3 = Tx1
� Tx2 = 576*8/1024 = 

4,5 ms

� Segment 2: 
� Tx1 = 528*8/28,8 = 

146,7ms
� Tx3 = Tx1
� Tx2 = 528*8/1024 = 

4,1 ms

� Acks: 
� Tx1 = Tx3 = 

40*8/28,8 = 11,1ms
� Tx2 = 40*8/1024 = 

0,3 ms

RESULT:

D = 667 (tx total) + 2*RTT =
= 795 ms

THR = 1024*8/795 = 
= 10,3 kbps
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Router 1 Router 2

128 Kbps
1 ms

1024 Kbps
30 ms

128 Kbps
1 ms

StopStop--andand--waitwait performanceperformance
Numerical exampleNumerical example

� Segment 1: 
� Tx1 = Tx3 = 

576*8/128 = 36ms
� Tx2 = 576*8/1024 = 

4,5 ms

� Segment 2: 
� Tx1 = Tx3 = 

528*8/128 = 33 ms
� Tx2 = 528*8/1024 = 

4,1 ms

� Acks: 
� Tx1 = Tx3 = 

40*8/128 = 2,5 ms
� Tx2 = 40*8/1024 = 

0,3 ms

RESULT:

D = 151,9 (tx total) + 2*RTT =
= 279,9 ms

THR = 1024*8/279,9 = 
= 29,3 kbps

With
ISDN?

on Gbps fiber optics?

D = negligible + 2*RTT =
= 128 ms

THR = 1024*8/128 = 
= 64 kbps
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PipeliningPipelining performanceperformance
Router 1 Router 2

256 Kbps
1 ms

1024 Kbps
50 ms

256 Kbps
1 ms

time time time time

Start tx

……………

full tx time

Completion time (neglecting processing & queueing) =
Tx1 + Prop1 + Tx2 + Prop2 + Tx3 + Prop3 + Tx_bottleneck 
Ack_Tx1 + Prop1 + Ack_Tx2 + Prop2 +
Ack_Tx3 + Prop3 (that’s it!)

tx1
prop1

prop2

tx2
prop3
tx3
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/���&����� ���-��� ����
��� �����&	�+�� �&�

On 28,8 kbps links

D = 347 (tx segm1+ack) + RTT +
+ 160 (segm2 bottleneck) =

= 571 ms

THR = 1024*8/571 = 
= 14,3 kbps

On 128 kbps ISDN links

D = 81,8 (tx segm1+ack) + RTT +
+ 33 (segm2 bottleneck) =

= 178,8 ms

THR = 1024*8/178,8 = 
= 45,8 kbps

on Gbps fiber optics?

D = negligible + RTT = 64 ms

THR = 1024*8/64 = 128 kbps
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=�� �&�-���	���-��� ����	� ���&

C bits/sec

Approximate analysis, much simpler than multi-hop
Typically, C = bottleneck link rate

MSS = segment size (ev. ignore overhead)
MSIZE = message size
Ignore ACK transmission time
No loss of segments
W = number of outstanding segments

W=1: stop-and-wait
W>1: go-back-N (sliding window)
This is a highly dynamic parameter in TCP!! 
For now, consider W fixed
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% 70	����	9����$���$� ���:

time

sender

time

receiver

One way delay

RTT

CMSSRTT
MSS

throughput
/+

=

MSS/C

REMARK: throughput always lower than 
Available link rate!
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������	��	�/	
������*�&� ���&

time

client

time

server

RTT
MSS

MSIZE
C

MSIZE
RTTlatency ��

�
��

� −++= 12

Latency: time elapsing between TCP connection
Request, and last bit received at client

Number of segments
In which message 

is split

Start TCP
connection

request
object

RTT

RTT
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% 70	����	9����$���$� ���:
1 ==	7	03''	)����

0%
10%
20%
30%
40%
50%
60%
70%
80%
90%

100%

1 10 100 1000
RTT (ms)

U
til

iz
at
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n

C=28,8 kbps
C=128 kbps
C=640 kbps
C=10 mbps

Under-utilization with: 1) high capacity links, 2) large RTT links
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/���&�����	9% V0:	���&����
�� �	�����

W=4
RTT

(+1tx)

UNDER-SIZED WINDOW: 
THROUGHPUT INEFFICIENCY

?

timetime

WINDOW SIZING that allows
CONTINUOUS TRANSMISSION 

W=10

���������	
���� 3-90

���������	������ ������

C
MSS

RTT
C

MSS
W +>⋅

Time to transmit
W segments

Time to receive
Ack of first segment

Condition in which link rate is fully utilized 

We may elaborate:

CRTTMSSCRTTMSSW ⋅≈+⋅>⋅
This means that full link utilization is possible when window size (in bits) is 
Greater than the bandwidth (C bit/s) delay (RTT s) product!



���������	
���� 3-91

BandwidthBandwidth--delay productdelay product

�Network: like a pipe
�C [bit/s] x D [s]

� number of bits “flying” in the 
network

� number of bits injected in the 
network by the tx, before that the 
first bit is rxed

D
C

64Kbps

A 15360 (64000x0.240) bits 
“worm” in the air!!

1���� ���������������#�� 4�������1���
����� 
��#��������� ��������
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Long Long Fat NetworksFat Networks
LFNs LFNs ((elel--efef--anan(t)s): (t)s): large bandwidthlarge bandwidth--delay productdelay product

Ethernet

T1, transUS

T1 satellite

T3 transUS

Gigabit transUS

3

60

480

60

60

NETWORK RTT (ms)

10.000

1.544

1.544

45.000

1.000.000

rate (kbps)

3.750

11.580

92.640

337.500

7.500.000

BxD (bytes)

The 65535 (16 bit field in TCP header) maximum window size W 
may be a limiting factor!
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W
RTT

(+1tx)

�
�

�
�
	




+
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CMSSRTT
MSSW

Cthr
/

,min

Delay analysis (for TCP object retrieval) –
Non continuous transmission

++=
C

MSIZE
RTTlatency 2

�
�

�
�
	


 −−��

�
��

� −
⋅

+
C

MSSW
RTT

MSSW
MSIZE )1(

1

Continuous transmission case:

C
MSIZE

RTTlatency += 2
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1 Mbps link speed

0

200

400

600

800

1000

1200

0 100 200 300 400 500 600
RTT (ms)

Th
ro

ug
hp

ut
 (K

bp
s) W=1

W=2
W=4
W=16

ThroughputThroughput forfor pipeliningpipelining
MSS = 1500 MSS = 1500 bytesbytes
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Maximum achievable throughputMaximum achievable throughput
((assuming assuming infinite infinite speedspeed line…)line…)

W = 65535 bytes

1

10

100

1000

0 100 200 300 400 500

RTT (ms)

T
h
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u

gh
pu
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M

bp
s)
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�/	��E 	BS�	���	�"�
=�E 	BS��

m )���	������ 	
;��� )��<	�-	-����	
)���	��	���� ���S�	
����

�"��
m ��E B	�-	��+�	)���	

�+������	-��� 	
�����	����

m ��� �&���*�	�"
W � ��� 	�����*��	����&��	

���$�-$�����	���� ����
m ��	�/	����	�����S�	

����	$ ��	��	
�� �&�� �����

6 ���	� 6 ���	8

Seq=42, ACK=79, data = ‘C’

Seq=79, ACK=43, data = ‘C’

Seq=43, ACK=80

.���
�����

Y S

����	�"�
�������	

�-	������
Y S

����	�"�
�������	�-
Y S�	������

)���	Y S

��� �
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�/	#����	����	��� �	���	��� ����

W � ��� 	��	���	�/	
��� ����	*�&��I

r &�����	����	#��
m )��	#��	*�����

r ���	������	���� �����	
��� ����

m �����������	
�������� �������

r ���	&����	�&�� 	��������	
��	���� ���	&���

W � ��� 	��	����� ���	#��I
r SampleRTT� � �������	��� �	-��� 	

���� ���	������ ������	����&	�"	
�������

m ������	�������� �������

r SampleRTT � �&&	*����	� ���	
����� ����	#��	;�� ������<

m �*�����	��*���&	������	
� ������� �����	���	T���	
�������	SampleRTT

���������	
���� 3-98

�/	#����	����	��� �	���	��� ����

EstimatedRTT = (1- αααα)*EstimatedRTT + αααα*SampleRTT

r J+��������&	� �������	� �*���	�*�����

r ��-&�����	�-	����	��� �&�	���������	�+��������&&�	-���

r ������&	*�&���	αααα = ' 0�3
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J +�� �&�	#��	����� ������
RTT: gaia.cs.umass.edu to fantasia.eurecom.fr

100
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350

1 8 15 22 29 36 43 50 57 64 71 78 85 92 99 106

time (seconnds)

RT
T 
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ds

)

SampleRTT Estimated RTT
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�/	#����	����	��� �	���	��� ����

=������	���	��� ����
r EstimtedRTT �&��	;��-���	� �����<

m &����	*��������	��	EstimatedRTT -> &�����	��-���	� �����

r -����	����� ���	�-	��� 	� ���	=�� �&�#�� ��*�����	-��� 	
J���� ����#���	

TimeoutInterval = EstimatedRTT + 4*DevRTT

DevRTT = (1-ββββ)*DevRTT +
ββββ*|SampleRTT-EstimatedRTT|

(typically, ββββ = 0.25)
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.������������	�/	����������	
� ������ ���
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������	�	���&���

r � 0	���������$&����	
���*����

r � �	1 �&���&�+���	���	
��� �&���&�+���

r � �	���������&���	
����������	.� /

r � 2	/������&��	�-	
��&��)&�	����	�����-��

r � 3	���������$��������	
����������	�/

m ���� ���	���������

m ��&��)&�	����	�����-��

m -&�� 	������&

m ����������	� ������ ���

r � 4	/������&��	�-	
����������	������&

r � 5	�/	����������	
������&
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Application
(client)

Socket

TCP software

Application
(server)

Socket

TCP software

INTERNET

TCP

“Logical” connection
only end hosts are aware!

State variables:
- conn status
- MSS
- windows
- …

buffer space 
normally 4 to 16 Kbytes
64+ Kbytes possible

�/	����������

Connection described by client&server status
Connection SET-UP duty: 

1) initializes state variables
2) reserves buffer space

������ ������	������&
)&���

������� �&�� ��-� ���	��������	��������	��	���	�����S	����	���	�����*�	)�--����
�� ���	�������� ��	E����	���	��	���	�������	���� ���
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���������	����)&���� ����	
��� �&���	��������	9���	�/:

Connection request

Connection granted

Transmit data

time
time
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� �&����	���&�����	���)&��
REQ

ACK

Data

REQ
duplicate

duplicate

Application: 
transactional (sell 
100000$ stocks)

Selling other 100000$
stocks!!!!! 

USER BANK

Data
What is this?
Oh my God!
Too late!!!
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=�&������	����� � ��	���������
��� &�����	0D53

SRC DEST
Connection request (seq=X)

Connection granted (seq=Y,ack=X+1)

Acknowledge + data (seq=X+1, ack=Y+1)

time
time
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� �&����	���&�����	���������
SEQ X

SEQ Y, ACK X+1

Data SEQ X+1, ACK Y+1

SEQ X
duplicate

duplicate

Application: 
transactional (selling stocks)

What is this??? Should be
SEQ X, ACK Z!!!! STOP...

USER BANK

SEQ Z, ACK X+1

Data SEQ X+1, ACK Y+1
What is this?
Not too late: Reject SEQ X+1, ACK Z+1

Ah ah! Got the problem!

??? What a case: request with 
same indicator X? anyway...
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r =L �	9���������>� ��E����� ��� )���:�	����	��	����	
����������

m =L �	��������	����	����	��	�������	��	�	����������

m =J W 	� ���	=L ��	� ����	������&	��E�����	��� )��	9�=�:	

m ����	)����	��� )����	-��� 	�=�M0 

r ����	��	� ���	����	��	����
m ����	��	�&���	����������

...more later about connection closing...

Header
length

checksum

32 bit Sequence number

Window size

Source port Destination port

32 bit acknowledgement number
6 bit

Reserved
Urgent pointer

U
R
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C
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P
S
H

R
S
T

S
Y
N

F
I
N
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����� � ��	���������	��	�/

SRC DEST
Connection request (SYN, ISN=100)

Connection granted (SYN, ISN=350, ACK=101)

Data segment (seq=101, ACK=351)

time
time

Full duplex connection: opened in both ways
SRC: performs ACTIVE OPEN

DEST: Performs PASSIVE OPEN

ACTIVE
OPEN

PASSIVE
OPEN
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������&	=�E�����	��� )��

r =���&�	������	��	��� �
m #�	5D�	9)��	���	�&&	�� �&�� ���������	���	���-��� ���:	

�������� �� ��������	�=�	��	�	��� �&� �-	�	��	)��	
�������	������ ������ ��	2��	����

r ������ �����	� ����*�� =L �	9=��������>�	
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m ����	����	)���	��� ���	����	������ ��	�6 J�#	������&	
��E�����	��� )��	9��� �� )���	-�&&	���&�+:

r � ���	8����	��� )����	-��� 	�=�M0
m ���������	��	�&&�� 	=L �	���� ���	���

���������	
���� 3-111

���)�����	#�����
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�-���� �:	�	���������	�&�� �����	��&&�	����
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2 	���	������	E�����	�&	���� ����	����������� ����	����� ����	���	E��&	
��E�����	��� )��	���	@ ��? ��	����:

r � ���	�������	��&	����	��	�����I	#�	����������	&S���	��	��	Y�������	��	
��&��>��S ��	���	���	*������	��*����	���� ����	����	�&	���**��	����	�&&S1 =
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1 �+�� �� 	=��� ���	=�>�	$ 1 ==

r ��������� ��	����� )�	)���	���� 	

r 
�� ��	*�&��	��&����� 

r 1 ==	����	��	���	( ������	������ �-	���	=L �	
���� ���

m �&���&�	������	97�������	�-	�������:	���� 1 ==	��	�	���	
=L �	���� ����	��	����������	���	)���	�&�����	�����

m � ���	=L �	���	��	1 ==�	��-��&�	*�&��	3�4	����

r ���&�	���	&����� ���	1 ==�	���	)�����   
m ����&	-���� ��������	������

m � � 	�-	����	�� ��	���������	���� 1 ==7024'
O 03''	� �+	��������	��>�	$ �'	�/	������	$ �'	�/	������
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1 ==	��*������

Conn request (C_MSS, SYN, seq=C_ISN)

Conn granted (MSS, SYN, seq=S_ISN, ack=C_ISN+1)

Acknowledge (seq=C_ISN+1,ack=S_ISN+1)

time
time

CLIENT (C_MSS) SERVER (S_MSS)

If (S_MSS<C_MSS)
MSS = S_MSS;

else MSS = C_MSS;
Use 
recv
MSS

Does not avoid fragmentation to occur WITHIN the network!!
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�/	���������	1 ������ ���

#���&&� �/	�������	�����*��	
����)&���	;����������<	
)�-���	�+��������	����	
���� ����

r ������&�>�	�/	*����)&���
m ��E 	B�
m )�--����	-&�� 	������&	

��-�	9� � 	RcvWindow:
r �&����� ����������	���������

Socket clientSocket = new   
Socket("hostname","port 

number");

r ���*��� ���������	)�	�&����
Socket connectionSocket = 
welcomeSocket.accept();
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=���	0� �&����	����	�����	�/	
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���������	�&�����	��	�/
�����	��	��	�� �����)&�	���)&�� �	���	��� �&��	
��&�����	9�� �	� ��	���������:

r =����	����������	-�&&	
���&�+�	���������	�� �	��&-$
�&����	9����	�	�� �$� ��	
���������:	����������� )�	
)���	�����

r �&���	����-���	� ���	���	
-&��	��

r ���	���� ���	�"$��	��	
����&

Application close
Deliver EOF
to application

Application 
close

FIN

ACK of FIN

FIN

ACK of FIN

���������	
���� 3-122

�/	���������	1 ������ ���	9���� :

&�����	�	�����������

�&����	�&����	�������
clientSocket.close();

=���	0� �&���� ���	������ 	
�����	�/	���	������&	
���� ���	��	���*��

=���	�� ���*�� �����*��	
����	���&���	� ���	�" 	
&����	�����������	�����	
��� 	

�&����

FIN

���*��

ACK

ACK

FIN
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���������	
���� 3-123

�/	���������	1 ������ ���	9���� :

=���	�� �&���� �����*��	����	
���&���	� ���	�" 	

m J�����	;��� ��	� ���<	$
� �&&	�������	� ���	�"	
��	�����*��	����	

=���	2� ���*���	�����*��	
�" 		���������	�&���� 	

�&����

FIN

���*��

ACK

ACK

FIN

�&�����

�&�����

�&����

��
�
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���������	
���� 3-124

6 �&-	�&���
� ��	�&��� ���	���������	��&�	$ ��&��� &�	����

r =��������	)�	
������ 	��&&	

�#���� � �������
�-	���
�

Application close

App close

FIN

ACK of FIN

FIN

ACK of FIN

EOF to app

data

Ack of data
App writeApp read

EOF to app

TIME_WAIT
(30s - 2m)

���������	
���� 3-125

���������	������	$ &����

���������	
���� 3-126

���������	=�����	$ =��*��



���������	
���� 3-127

% ��	��1 J N % ���I
r 1 =
	91 �+�� �� 	=��� ���	
�-���� �:�	maximum time a 

segment can live in the Internet
O ��	��� ��� ��	�/	�������H	( �&� ���	�������

O #�	5D�	�����-���	1 =
7�� ���	)��	����	�� �&�� ��������	���	���	�� �	
*�&�� 9-��� 	�'�	��	�� ��:

r ��1 J N % ���	������	2 x MSL
m allows to “clean” the network of delayed packets belonging to the 

connection
m 2xMSL because a lost FIN_ACK implies a new FIN from server

r ������ ��1 J N % ���	����	����	����	�����*��
m many implementations even more restictive (local port non reusable)
m clearly this may be a serious problem when restarting server daemon

(must pause from 1 to 4 minutes…)

���������	
���� 3-128

Header
length

checksum

32 bit Sequence number

Window size

Source port Destination port

32 bit acknowledgement number
6 bit

Reserved
Urgent pointer

U
R
G

A
C
K

P
S
H

R
S
T

S
Y
N

F
I
N

r #=�	9#����:
m ����	� ����*��	�	���� ���	����*��	���	����	���	��������&�	)�&���	��	

���	����������

m ������&	#=�	�����	����������	��E����	����*���	��	����	���	��	���

r =������	#=�	� �����	��	����*�	�����������
m �&&�� �	�1������������
� �-	����������	9*�����	�������������
�:	

O ���	E�����	����	����� �	�� ��

O �����*�� �-	#=�	���	����-�	���	����	�)���	� ��	���-��� �� ��	����� ���

���������	
���� 3-129

������	�	���&���

r � 0	���������$&����	
���*����

r � �	1 �&���&�+���	���	
��� �&���&�+���

r � �	���������&���	
����������	.� /

r � 2	/������&��	�-	
��&��)&�	����	�����-��

r � 3	���������$��������	
����������	�/

m ���� ���	���������

m ��&��)&�	����	�����-��

m -&�� 	������&

m ����������	� ������ ���

r � 4	/������&��	�-	
����������	������&

r � 5	�/	����������	
������&

���������	
���� 3-130

�/	��&��)&�	����	�����-��

r �/	�������	���
���*���	��	���	�-	�/S�	
����&��)&�	���*���

r /���&����	���� ����

r �� �&���*�	����

r �/	����	����&�	
�������� ������	��� ��

r #������� �������	���	
���������	)��

m ��� ����	�*����

m ���&�����	����

r ������&&�	��������	
��� �&�-���	�/	�������

m ������	���&�����	����

m ������	-&�� 	������&�	
����������	������&

���������	
���� 3-131

�/	������	�*�����
����	��*�	-��� 	����
r �����	���� ���	� ���	

��E B
r ��E B	��	)���$������ 	

��� )��	�-	-����	����	
)���	��		���� ���

r �����	��� ��	�-	���	
�&�����	�������	9�����	
�-	��� ��	��	-��	�&����	
������� ���� ���:

r �+��������	�����*�&�	
TimeOutInterval 

��� �����

r �������� ��	���� ���	
����	������	��� ����

r �������	��� ��

���	��*��

r �-	������ &�����	
���*����&�	�������
���� ����

m ������	� ���	��	���� �	��	
)�	�����

m �����	��� ��	�-	�����	���		
�����������	���� ����

���������	
���� 3-132

�/	
������
9��� �&�-���:

NextSeqNum = InitialSeqNum
SendBase = InitialSeqNum

loop (forever) {
switch(event)

event: data received from application above 
create TCP segment with sequence number NextSeqNum 
if (timer currently not running)

start timer
pass segment to IP 
NextSeqNum = NextSeqNum + length(data) 

event: timer timeout
retransmit not-yet-acknowledged segment with 

smallest sequence number
start timer

event: ACK received, with ACK field value of y 
if (y > SendBase) { 

SendBase = y
if (there are currently not-yet-acknowledged segments)

start timer 
} 

}  /* end of loop forever */

�� � ����
O =���8���$0�	&���	
��� �&���*�&�	
���S�� )���
J +�� �&��
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�/�	�������� ������	���������

6 ���	�

Seq=100, 20 bytes data

ACK=100
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6 ���	8

Seq=92, 8 bytes data

ACK=120

Seq=92, 8 bytes data
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ACK=120

6 ���	�

Seq=92, 8 bytes data

ACK=100
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6 ���	8

X

Seq=92, 8 bytes data

ACK=100
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���� 3-134

�/	�������� ������	���������	9� ���:

6 ���	�

Seq=92, 8 bytes data

ACK=100

&���
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�

��
��

�� �&���*�	�"	��������

6 ���	8

X

Seq=100, 20 bytes data

ACK=120

��� �

=���8���
7	0�'

���������	
���� 3-135

�/	�"	���������� F#�	00���	#�	�3C0G

Event at Receiver

Arrival of in-order segment with
expected seq #. All data up to
expected seq # already ACKed

Arrival of in-order segment with
expected seq #. One other 
segment has ACK pending

Arrival of out-of-order segment
higher-than-expect seq. # .
Gap detected

Arrival of segment that 
partially or completely fills gap

TCP Receiver action

Delayed ACK. Wait up to 500ms
for next segment. If no next segment,
send ACK

Immediately send single cumulative 
ACK, ACKing both in-order segments 

Immediately send duplicate ACK, 
indicating seq. # of next expected byte

Immediate send ACK, provided that
segment startsat lower end of gap

���������	
���� 3-136

����		#������� ��

r ��� �$���	������		�-���	
��&���*�&�	&����

m &���	��&��	)�-���	
���������	&���	������

r � �����	&���	���� ����	
*��	���&�����	�"� 

m =�����	�-���	�����	
� ���	���� ����	)���$��$
)���

m �-	���� ���	��	&����	
�����	� �&&	&���&�	)�	� ���	
���&�����	�"� 

r �-	������	�����*��	�	
�"� -��	���	��� �	
�����	��	��������	����	
���� ���	�-���	�"��
����	� ��	&����

m -���	�������� ��� ������	
���� ���	)�-���	��� ��	
�+�����

���������	
���� 3-137

event: ACK received, with ACK field value of y 
if (y > SendBase) { 

SendBase = y
if (there are currently not-yet-acknowledged segments)

start timer 
} 

else { 
increment count of dup ACKs received for y
if (count of dup ACKs received for y = 3) {

resend segment with sequence number y
}

����	�������� ��	�&������� �

�	���&�����	�"	-��	
�&�����	�"�� ���� ���

-���	�������� ��

���������	
���� 3-138

������	�	���&���

r � 0	���������$&����	
���*����

r � �	1 �&���&�+���	���	
��� �&���&�+���

r � �	���������&���	
����������	.� /

r � 2	/������&��	�-	
��&��)&�	����	�����-��

r � 3	���������$��������	
����������	�/

m ���� ���	���������

m ��&��)&�	����	�����-��

m -&�� 	������&

m ����������	� ������ ���

r � 4	/������&��	�-	
����������	������&

r � 5	�/	����������	
������&
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�/	�&�� 	�����&

r �����*�	����	�-	�/	
����������	���	�	
�����*�	)�--���

r �����$� �������	
���*����	� �������	���	
����	����	��	���	
�����*���	���S�	�����	
����

r ���	�������	� ��	)�	
�&�� 	��	�������	-��� 	
)�--��

������	� ��S�	�*��-&��
�����*��S�	)�--��	)�

������ ������	���	� ����
���	-���

-&�� 	������&

���������	
���� 3-140

�/	�&�� 	������&�	��� 	��	� ����

9=������	�/	�����*��	
��������	���$�-$�����	
���� ����:

r �����	���� 	��	)�--��
= RcvWindow
= RcvBuffer-[LastByteRcvd -

LastByteRead]

r #�*� ��*�������	�����	
���� 	)�	���&�����	*�&��	
�-	RcvWindow ��	
���� ����

r =�����	&�� ���	���"��
����	��	RcvWindow

m ����������	�����*�	
)�--��	�����S�	�*��-&��


