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“Things having identities and virtual 

personalities operating in smart spaces 

using intelligent interfaces to connect and 

communicate within social, environmental, 

and user contexts” (EPoSS 2008)

"IoT can be understood as an enabling 

framework for the interaction between a 

bundle of heterogeneous objects and also 

as a convergence of technologies.“ (Farideh 
Ganji, Ernesto Morales Kluge and Bernd 
Scholz-Reiter 2010)

“A  world-wide  network  of  interconnected  

objects  uniquely  addressable, 

based on standard communication protocols.” 
(EPoSS 2008)

WSN towards Internet of Things

50 Billions of 
objects by 2020
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Concern about Privacy
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Security on WSN

Requirements

Different constraints

TelosB

Mica

Imote2
Military

Healthcare

Industrial 
control

Scenario

Secure communication between nodes

Confidentiality

Authentication

Integrity
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First contribution

• A new protocol for key management and cipher suite negotiation
based on TLS standard protocol.

• Implementation on two platform (MICA2, TelosB)
• Development of cryptographic library for TinyOS 2.x

It supports different key management mechanisms: RSA, ECC, IBC

Performance evaluation
Energy consumption overhead

Message overhead

How to establish a secure channel 
between nodes?
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Handshake

• The InitiatorHello message fits 
a 28 byte packet

• Handshake message depends 
on which mechanism is used: 

RSA - ECC - IBC

• The Finished message contains 
an HMAC of previously 

messages 
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Performance Assessment

Decomposition of energy consumption

MICA2 TelosB

How much do we pay to support the negotiation?

• The cost imposed by public key cryptography is dominant
• With IBC we can minimize the cost of messages exchanged
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Our Solution

• It enables the negotiation of key exchange protocol

• It is decoupled from encrypted/authentication message
delivery

• It is security association oriented

• It minimizes message transmission overhead and energy
consumption

The advantages that the negotiation introduces, flexibility in 
primis, are worth the minimal extra cost
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Limitations

- Single, known recipient of data

• Unknown recipient?
• Many recipients?
• More may join system later?

- All-or-nothing data sharing

• Should each recipient see everything?
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Functional encryption

Patient

ECG

Who should have 
access to my data?
What should they 
see?

• Data access can be required by 
doctors, nurses, hospital staff or 
researchers

• The information is not 
revealed to all the parties
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CiphertextPolicy-ABE

• Ciphertexts: associated with access forumlas

• Secret Keys: associated with attributes

• Decryption:

(A OR B) AND C

{A, C}

{A, C} (A OR B) AND C
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Example
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AGREE

Protocol:
1. event detection: a value is sampled;
2. context evaluation: based on the value 

sampled, definition of event type (e.g., normal 
or critical);

3. generation of access control matrix: using LSSS;
4. derivation of key to encrypt data: using 

Ciphertext-Policy ABE;
5. data encryption: using AES 128;
6. send encrypted data + policy;

ECG
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PRO vs CONS

Only one encryption
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PRO vs CONS

Only one encryption

Access Policies linked to the data

Confidentiality + Access control
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PRO vs CONS

Only one encryption

Multi-Authority

Access Policies linked to the data

Hospital

Government

Research Institute

Individuals
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PRO vs CONS

Only one encryption

Multi-Authority

Context-aware

Access Policies linked to the data
Critical events

AP AP

Doctor OR Nurse Doctor OR Nurse 
OR Paramedic
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PRO vs CONS

Only one encryption

Multi-Authority

Context-aware

Access Policies linked to the data

Long Time Execution

High Energy Consumption

AP

Generation

Energy consume in mJ
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Energy sources

Human body
Wind

Solar
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Indoor light energy harvesting

Harvested powerSupercapacitor level

2 days snapshot, 0.5 W PV cell

Harvest light energy indoor from:
• artificial light generated by ceiling and table lamps
• solar light entering the room from the windows
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PRO vs CONS

Only one encryption

Multi-Authority

Context-aware

Access Policies linked to the data

Long Time Execution

High Energy Consumption
Pre-computation + energy harvesting + caching

AP

Generation

2018/04/2016 Reti di elaboratori



Interesting idea

Combine pre-computation techniques + energy harvesting

• Modern sensors are equipped with flash memories which
make memory consumption a less critical requirement

• Emerging energy harvesting technologies provide occasional
energy peaks which could be exploited for anticipating
otherwise costly computational tasks

Authentication
+

Integrity
Standard Digital Signature

ECG

TEMP

HUM

Data from sensors
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Standard ECDSA

Time CPU work Less 
battery life

Standard ECDSA
≈2 seconds

Most expansive computation on ECDSA is modular exponentiation gr

(𝑥1, 𝑔
𝑥1) | (𝑥2, 𝑔

𝑥2) | (. . .) | (𝑥𝑛, 𝑔
𝑥𝑛)

𝑟, 𝑔𝑟 = ෍𝑟𝑖 ,ෑ𝑔𝑟𝑖

speeds up the computation by 
preliminary precomputing, and storing
in a table, a number n of randomly
chosen pairs (xi, g

xi).

Boyko, Peinado and Venkatesan (BPV)
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I-BPV generator

The BPV generator can be improved

• Hidden Subset Sum problem (HSS)
• Affine HSS when used with ECDSA

• Random walk on a Cayley graph expander
• I-BPV output essentially follows the uniform distribution
• Memory usage much smaller than before, fits current FLASH
• With proper parameters, security of I-BPV depends on its resistance to birthday attacks

The extra table stored in I- BPV will be five times smaller than the table in BPV, 
reducing the space overhead of the generator

Given integers 𝑀, 𝑏1, ⋯ , 𝑏𝑚 ∈ ℤ𝑀,
find 𝛼1, ⋯ , 𝛼𝑛 ∈ ℤ𝑀, such that each 𝑏1is some 
subset sum of 𝛼1, ⋯ , 𝛼𝑛 modulo 𝑀

Dimension of BPV table and subset size
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Comparision

Comparision with NTRUSign, other optimizations of ECDSA, and XTR-DSA.
Parameters: n = 160, ne = 32, k = 8

ECDSA XTR-DSA NTRUsign Our ECDSA

10X 3X 2.5X

Energy Consumption

2418/04/2016 Reti di elaboratori

2.24 s

0.25 s

Modular exponentiation



Anonymizing Network 
Technologies

Some slides modified from Dingledine, Mathewson, 
Syverson, Xinwen Fu, and Yinglin Sun



Problem

■ Internet surveillance like traffic analysis 
reveals users privacy. 

■ Encryption does not work, since packet 
headers still reveal a great deal about users.

■ End-to-end anonymity is needed.

■ Solution: a distributed, anonymous network 



What is Tor

■ Tor is a distributed anonymous communication 
service using an overlay network that allows people 
and groups to improve their privacy and security on 
the Internet.

■ Individuals use Tor to keep websites from tracking 
them, or to connect to those internet services 
blocked by their local Internet providers.

■ Tor's hidden services let users publish web sites and 
other services without needing to reveal the location 
of the site.



Design

■ Overlay network on the user level
■ Onion Routers (OR) route traffic
■ Onion Proxy (OP) fetches directories and 

creates virtual circuits on the network on 
behalf of users.

■ Uses TCP with TLS
■ All data is sent in fixed size (bytes) cells



Xinwen Fu@UMass Lowell 5/41

Components of Tor

■ Client: the user of the Tor network 
■ Server: the target TCP applications such as web servers 
■ Tor (onion) router: the special proxy relays the application data
■ Directory server: servers holding Tor router information



How does Tor work?



How does Tor work?



How does Tor work?
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How Tor Works? --- Onion Routing
Alice Bob

OR2

OR1

M
√M

■ A circuit is built incrementally one hop by one hop
■ Onion-like encryption

❑ Alice negotiates an AES key with each router
❑ Messages are divided into equal sized cells
❑ Each router knows only its predecessor and successor
❑ Only the Exit router (OR3) can see the message, however it does 

not know where the message is from

M

OR3

M
C1

C2

C3

C1 C2

C2 C3

C3 Port



Commands in Use



Additional functionality

■ Integrity checking
❑ Only done at the edges of a stream
❑ SHA-1 digest of data sent and received
❑ First 4 bytes of digest are sent with each message 

for verification



  Quantum    
  Cryptography

Slides adapted from Zelam Ngo, 
David McGrogan



Motivation

• Age of Information

• Information is valuable

• Protecting that Information 



Quantum Security Benefits

• Provably Secure

• Evidence of Tampering



History

• Stephen Wiesner wrote “Conjugate 
Coding” in the late sixties

• Charles H. Bennett and Gilles 
Brassard revived the field in 1982 by 
combining quantum process with 
public key cryptography.



Fundamentals

• Measurement causes perturbation

• No Cloning Theorem

• Thus, measuring the qubit in the 
wrong basis destroys the information.



BB84

• Set-up
● Alice

• Has the ability to create qubits in two 
orthogonal bases

● Bob
• Has the ability to measure qubits in those 

two bases.



BB84

• Alice
● Encodes her information randomly in 

one of the two bases…
• For example,

Basis A Basis B

ￜ0〉= 0 ￜ+〉= 0

ￜ1〉= 1 ￜ-〉= 1



BB84

Alice prepares 16 bits
0101100010101100 

in the following bases,
BAABAABAAAABBBBA

Thus the following states are sent to Bob:
+10-10+0101+--+0 



BB84

Bob receives the stream of qubits and 
measures each one in a random basis:

ABAABAAABABBBBAB

Alice’s bits 0101100010101100

Alice’s bases BAABAABAAAABBBBA

States sent +10-10+0101+--+0



BB84

So Bob gets
1-00-0+0+0-+--1+

Alice’s bits 0101100010101100

Alice’s bases BAABAABAAAABBBBA

States sent +10-10+0101+--+0

Bob’s bases ABAABAAABABBBBAB



BB84

Then Alice and Bob compare their 
measurement bases, not the results, via a 
public channel.

Alice’s bits 0101100010101100

Alice’s bases BAABAABAAAABBBBA

States sent +10-10+0101+--+0

Bob’s bases ABAABAAABABBBBAB

Bob’s results 1-00-0+0+0-+--1+



BB84

Bob receives the stream of qubits and 
measures each one in a random basis:

ABAABAAABABBBBAB

So he gets,
**0**0*0*0*+--**

Then Alice and Bob compare their 
measurement bases, not the results, via a 
public channel.



BB84

• So Bob and Alice are left with 7 
useable bits out of 16

_ _ 0 _ _ 0 _ 0 _ 0_ 0 1 1 _ _

These bits will be the shared key they 
use for encryption.



BB84

• Now enter Eve… She wants to spy on 
Alice and Bob.

• So she intercepts the bit stream from 
Alice, measures it, and prepares a 
new bit stream to Bob based on her 
measurements…



BB84

So how do we know when Eve is being 
nosy?

Well… Eve doesn’t  know what bases to 
measure in, so she would have to 
measure randomly and 50% of the 
time she will be wrong…



BB84

• Thus, of the bits Bob measures in the 
correct bases, there is 50% that eve 
had changed the basis of the bit. And 
thus it is equally likely that Bob 
measure 0 or 1 and thus an error is 
detected 25% of the time.

• Eve is found in the errors!



BB84

• In a world with perfect transmissions, all 
Bob and Alice have to do is publicly 
compare a few bits to determine if any error 
exists. 

• Errors exist in reality, thus the only way to 
detect Eve is to notice an increase in errors.

• Thus the transmission process must not 
have an error rate higher than 25%.



Current State of Affairs

• Commercial 
quantum key 
distribution 
products exist



Current State of Affairs

• Current fiber-
based distance 
record: 200 km 
(Takesue et al)



Current State of Affairs

• Demonstrated free-space link: 10 km



Future Prospects

• Ground-to-satellite, satellite-to-
satellite links

• General improvement with evolving 
qubit-handling techniques, new 
detector technologies



EECS710: Information Security
slides prepared by Dr Lawrie Brown (UNSW@ADFA) for 
“Computer Security: Principles and Practice”n
Fall 2014







• stop unauthorized access to password file
• intrusion detection measures
• account lockout mechanisms
• policies against using common passwords but 

rather hard to guess passwords
• training & enforcement of policies
• automatic workstation logout
• encrypted network links



• It is worthwhile to study/research password and 
password vulnerabilities 
– Most common
– Still the most efficient











• Dictionary attacks
– try each word then obvious variants in large 

dictionary against hash in password file

• Rainbow table attacks
– a large dict of possible passwords
– for each password:

• precompute tables of hash values for all salts
• a mammoth table of hash values: e.g. 1.4GB table cracks 

99.9% of alphanumeric Windows passwords in 13.8 secs

– not feasible if larger salt values used











• Rule enforcement plus user advice, e.g.

• Password cracker
– list of bad passwords
– time and space issues

• Markov Model
– generates guessable passwords
– hence reject any password it might generate

• Bloom Filter
– use to build table based on dictionary using hashes
– check desired password against this table




















