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RFID Backscattering
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RFID Devices
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Smart RFID Devices

Temperature-threshold-
\Mj’:m monitoring RFID tag. The KSW
O e Microtec TempSens candetect
. whether a food item has become
k. | too warm for too long and is no
longer safe to eat.

Source: Enabling Ubiquitous Sensing with RFID - 2004
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WISP: Wireless Identification and Sensing Platform

Wireless Standard EPC
Battery free Power Harvesting
Able to sense ADC

Able to compute MPS430

Paper: A Wirelessly-Powered Platform for Sensing and Computation - Smith & all. - 2006
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WISP: Wireless Identification and Sensing Platform

MSP_430: fully programmable 4 LowPower Mode:
ultra low power, 16-bit, general- 500microA when working,
purpose microcontroller 0.5microA on idle

Paper: A Wirelessly-Powered Platform for Sensing and Computation - Smith & all. - 2006
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WISP: Wireless Identification and Sensing Platform

Ant ,| Demodulator
(ASK) 1

Impedance Power Voltage | MSP430 <3| External
B Matching Harvester | . Regulator . MCU § <ol Sensor
Modulator -
(FSK)

Paper: A Wirelessly-Powered Platform for Sensing and Computation - Smith & all. - 2006
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WISP: How to power sensors

Hardware Sufficient

Reset Voltage Generate Packet
+| Power Sa"ﬁ Mode (LP4) "l (Sample ADC, Calculate CRC)

L ]
Wait for / Sufficient

Voltage

Query (LP4)
Query
\( Receive and Transmit

Insufficient Voltage

Sensors consumption <= 50microA can be powered continously
> 50 microA: capacitor + dutycycle

Paper: A Wirelessly-Powered Platform for Sensing and Computation - Smith & all. - 2006
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WISPCam and Battery Free Cellphone

PIFA Antenna
Baftery—free Cellphone

Microphone

3.1 inches

Earphone jack

i "?apacitive
6

7 Jdotichpad Revision 4.0

v Battery—free Cellphone

Sensor Systems Group, UW
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1.7 inches

Paper: Battery-Free
Cellphone - 2017
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free RFID camera - 2015
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JoyTlag

Based on MooTag
Accelerometer
Analog Controller
Two buttons

Uses the ADC

Paper: JoyTag: a battery-less videogame controller exploiting RFID backscattering: demo 2016
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EPCgen2: some primitives

Select

With select, a reader is able to ask only a specific
population of tags to answer to Inventory and Access,
e.g. if it wants to query only a pallet.

Inventory

With inventory, the reader can identify tags in its field. It
uses a slotted aloha-based algorithm in order to solve
collisions.

Access
With access the reader can send active commands to a
tag, e.g. set the EPC code or “kill” the tag.
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JoyTag: Architecture
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JoyTag
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JoyTag

TAG MOO

Tag RFID Prototipal
* Processor MSP430 ultra low power
* Accelerometer low power, ADC/DAC

Antenne

\ G

: USRP reader
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JoyTag

TAG MOO

e Tag RFID Prototipal
* Processor MSP430 ultra low power
* Accelerometer low power, ADC/DAC

D USRP READER

 Reader USRP with two antenna
* SDR, Programmable
 Compatible with RFID

o~ USRP reader

pOIR
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JoyTag

Mauro Piva

USRP reader

L tag Moo

TAG MOO

e Tag RFID Prototipal
* Processor MSP430 ultra low power
* Accelerometer low power, ADC/DAC

USRP READER

 Reader USRP with two antenna
* SDR, Programmable
 Compatible with RFID

ANTENNE

e Two Directional Antennas
* TX

* RX
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JoyTag

TAG MOO

e Tag RFID Prototipal
* Processor MSP430 ultra low power
* Accelerometer low power, ADC/DAC

USRP READER
e Reader USRP with two antenna

* SDR, Programmable
 Compatible with RFID

ANTENNE

e Two Directional Antennas
* TX

* RX

e

2 HELPER

(s

e Software drive
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JoyTag: flow

SENSING SENDING EPC
Tag Tag — EPCgen2
® ®

Q SENSING ACCELEROMETER

Mauro Piva

DECODE EXTRACT

Reader — EPCgen2 Helper

O o
SENSING

Tag

O DATA BUFFERING

19 october 2017

APPLICATION

Clients

24



JoyTag: flow

SENSING SEND EPC
Tag Tag — EPCgen2
o O,

G INSERT SENSED DATA IN
EPC
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JoyTag: flow

SENSING SEND EPC
Lato Tag Lato Tag — EPCgen2
| _ |

DECODE EXTRACT APPLICATION
Reader — EPCgen2 Helper Clients
O, ® ®
DECODE

Reader — EPCgen?2
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JoyTag: flow

SENSING SEND EPC
Lato Tag Lato Tag — EPCgen2
| _ |
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JoyTag: flow

SENSING
Lato Tag

Q TRANSMISSION STATISTICS
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JoyTag Performance Evaluation with EPCgen?

TESTBED

 Same Place e 20 repetiton of 2000 query for test
 Same Tag Moo * Confidence validation

METRICS MULTI TAG SIMULATION

* Packet Transmission Rate e Simulation of more Tag available

* Throughput
* CycleTimer

APPLICATION PERFORMANCE EVALUATION TECNIQUE
* An high FPS camera
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Adapting EPC: Standard gen?2

RN16 EPC
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Adapting EPC: without RN16
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Adapting EPC: without powerdown
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JoyStick
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Test con EPCgen2 Multi Tag Simulation

100 1
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JoyTag, a wireless battery-free controller
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JoyTag, an evolution
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JoyTag, an evolution: Performances

Throughput Comparison
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JoyTag, an evolution: Performances

Application level time
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Working Distance?

P, =P —2010g(47;d]—GT -G, (1)

Friis Equation

P, = Received Power:

P_ = Transmitted Power: 1W (30dBm)
A=915MHz (0.33m)

G, = 6dBi

G, = 2dBi

d = distance

Required between -4 dBm and -0.5 dBm in order to obtain enough energy(1.8V)
Maximum theorical distance of 3.3mt

Mauro Piva 19 october 2017
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Plan of Attack
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Ambient Backscattering

TV Tower
(RF source)
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TV
Bob (Receiver) Alice (Sender) (Legacy receiver)
Tv Tower Backscattering Smart Card Prototype

University of Washington

Paper: “Ambient Backscatter: Wireless Communication Out of Thin Air” - 2013
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A videogame controller based on A.B.?
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Ambient Backscattering: key aspects

 Takes advantages of existing RF signals so it does not

require the deployment of a special purpose power
infrastracture

* Very small environment footprint because no
additional energy is consumed

* Device to device communication (small energy
available)

* Uses uncontrollable RF signals with respect to RFID
Paper: A Wirelessly-Powered Platform for Sensing and Computation - Smith & all. - 2006
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Ambient Backscattering: key aspects
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Figure 9—BER v/s Distance. BER for transmitter-receiver pairs in a range of environments, both outdoor and indoor, close to the TV tower,
and far away. We show BER for distances of over three feet and three different rates.
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Problems with Ambient Backscattering

Tv Tower Other Sources

2 TV Tower at less than 5km > WIFI (Beacons)

> GSM (Power)

Y Too Small Datarate
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Sources

* WISP

Enabling Ubiquitous Sensing with RFID - Computer -2004

* Joytag
JoyTag: a battery-less videogame controller exploiting RFID backscattering: demo — Mobicom
2016

* Ambient Backscattering
A Wirelessly-Powered Platform for Sensing and Computation - Smith & all. - UbiComp 2006
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