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How many of you:

ÅHave heard of bitcoins?

ÅOwn cryptocurrency?

ÅFeel you understand the underlying blockchain technology?
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Block(chain) idea

1. Everyone 

tries to solvea puzzle

2. The first one to solve 

the puzzle  gets 1 coin

3. The solution of puzzle i

defines puzzle i+1

Itõs EASY to VERIFY the solution, not to find 

it!
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Hash functions

Hashing is a process which you turn anything (as long as you can represent it as a string) into a fixed 
length of bit string 

A cryptographichash function is a special class of hash functionswhichhas variousproperties making it ideal

for cryptography. 

1. Deterministic: no matter howmanytimes youhash a particular input, youwill always get the sameresult

2. Quick Computation:  The hash function shouldbe capableof returning the hashof an input quickly

3. Pre-Image Resistance: givenH(A) it is infeasible to determineA, whereA is the input and H(A) is the output 

hash. 

4. Small Changes In The Input Changes the Hash.

5. Puzzle Friendly: For everyoutput òYó, if k is chosenfrom a distribution with high min-entropyit is infeasible

to find an input x such that H(k|x ) = Y.
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Here how you can try it in Python:

>>> import hashlib

>>> hashlib.sha256(ñhello worldò).hexdigest ()

óB94d27b9934d3e08a52e52d7da7dabfac484efe37a5380ee9088f7ace2efcde9ô

>>> hashlib.sha256(" helli world"). hexdigest ()

'bd6952606ca18ccc9ff86bb8874ce0c61d7aa4fb72363e323f9eb2d3e783a487'

SHA256 hash functions
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I want to find a particular hash...  
For example, I want two ZEROs at the end of the hash (ñ00ò)é
What string I have to use?

>>> import hashlib

>>> hashlib.sha256(ñhello worldò).hexdigest ()

óB94d27b9934d3e08a52e52d7da7dabfac484efe37a5380ee9088f7ace2efcde9ô

>>> hashlib.sha256("hello world 1"). hexdigest ()

'063dbf1d36387944a5f0ace625b4d3ee36b2daefd8bdaee5ede723637efb1cf4ô

é

>>> hashlib.sha256("hello world 238"). hexdigest ()

ód622375f29c4b358674794610404bdd1f4e060a7244568b5549eed9754dfa400ô

The puzzle
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éand 3 ZEROs at the end of the hash (ñ000ò)é?

>>> import hashlib

>>> hashlib.sha256(ñhello world 3198ò).hexdigest ()

ó838ee925a5eff45a3337363e9a2e993e02eddcc2edd90cdd4fec14b0c6e59000ô

éand 6?

>>> hashlib.sha256(ñhello world 28114982ò).hexdigest ()

3d28877e8af972f6732de4591245a87545b0221c26e446f09e98665a6d000000

Itôs getting harder to find  a solution, but easy to verify it!

The puzzle
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import hashlib

i=0
while True:

res = hashlib.sha256("hello world "+str( i)).hexdigest()
if res.endswith("000000"):

print i
print res
break

i += 1

The puzzle ðpythoncode
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How can the puzzle ñdependsò on the previous one?

>>> hashlib.sha256(ñhello world 3198ò).hexdigest ()

ó838ee925a5eff45a3337363e9a2e993e02eddcc2edd90cdd4fec14b0c6e59000ô

The puzzle ðcreate a chain
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How can the puzzle ñdependsò on the previous one?

>>> hashlib.sha256(ñhello world 3198ò).hexdigest ()

ó838ee925a5eff45a3337363e9a2e993e02eddcc2edd90cdd4fec14b0c6e59000ô

A new string! 

>>> hashlib.sha256(ñ

SECOND hello world + 838ee925a5eff45a3337363e9a2e993e02eddcc2edd90cdd4fec14b0c6e59000 

ò).hexdigest ()

ó9b582a1b5fd41f36cc0a396d4747507148f3bdde58a4bff18891406a9158a72eô

But this hash doesnôt end with ñ000òé

The puzzle ðcreate a chain
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How can the puzzle ñdependsò on the previous one?

>>> hashlib.sha256(ñhello world 3198ò).hexdigest ()

ó838ee925a5eff45a3337363e9a2e993e02eddcc2edd90cdd4fec14b0c6e59000ô

A new string! 

>>> hashlib.sha256(ñ

SECOND hello world + 838ee925a5eff45a3337363e9a2e993e02eddcc2edd90cdd4fec14b0c6e59000 

ò).hexdigest ()

ó9b582a1b5fd41f36cc0a396d4747507148f3bdde58a4bff18891406a9158a72eô

But this hash doesnôt end with ñ000òé letôs do the puzzle again:

SECOND hello world + 

838ee925a5eff45a3337363e9a2e993e02eddcc2edd90cdd4fec14b0c6e59000 + 1659

ó46eb8a72e26d849f9b755c39f0caa08013b61b4592f02ab446c4fa1b498d4000ô

The puzzle ðcreate a chain
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What is the Blockchain
The blockchain is basicallya linked list whichcontainsdata and a hashpointer to the previousblock, hence

creatinga persistent, ever-growing, "blockchain" that constantlyupdatesto representthe latest state of the 

ledger.

Whatis a hashpointer?A hashpointer is similar to a pointer, but insteadof just containingthe address of the 

previousblock it containsthe hashof the data inside the previousblock.



The blockchain is a decentralized, distributed and public digital ledger that is used to record information across 
many computers so that any involved record cannot be altered retroactively, without the alteration of all 

subsequent blocks.

Key concepts are:

ÅDecentralization: the information is not stored in a privileged central server but in all the individual 
computers of each participant

Å Immutability: no participant can modified a transaction after it has been recorded on the ledger

ÅCryptography: integrity and security of the information on the blockchain are ensured with cryptographic 
functions

ÅTransparency: participants know where the assets came from and how its ownership has changed over time

What is the Blockchain

1

2
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Proof of work (mining)

Whenyouwant to set a transaction this is what happensbehind the scenes:

Å Transactions are bundled together into what we call a block;

ÅMinersverifythat transactions within eachblock are legitimate;

Åminers solve a mathematicalpuzzle knownas proof-of-work problem;

Å A reward is givento the first miner whosolveseachblocks problem;

Å Verifiedtransactions are stored in the public blockchain

Thisòmathematicalpuzzleó has a key feature: asymmetry: hard on the requesterside but easy to check for the 

network. 

All the network miners compete to be the first to find a solution for the mathematicalproblemthat concernsthe 

candidate block, a problemthat cannotbe solvedin other ways than throughbrute force so that essentially

requiresa hugenumberof attempts.

Whena miner finally finds the right solution, he/she announcesit to the wholenetwork at the sametime, 

receivinga cryptocurrencyprize (the reward) providedby the protocol.
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Reward
mining processis an operation of inverse hashing: it determinesa number (nonce), so the cryptographichash

algorithmof block data results in less than a giventhreshold.

Thisthreshold, called difficulty, is what determinesthe competitive nature of mining: more computing power is

added to the network, the higherthis parameterincreases, increasingalso the average numberof calculations

neededto create a new block. 

Thismethod also increasesthe cost of the block creation, pushingminers to improvethe efficiency of 

their mining systemsto maintain a positive economicbalance. 
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Merkle Tree
A Merkle tree is a typeof binarytree:

- eachnode is the hashof its two children

- a single root node, also formed from the hashof its two children, representingthe "top" of the tree.
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So muchthingsé L

Blockchain HASH

Mining

Proofof work

reward

Merkle tree

Be patient! Letõsseea real case:

BITCOIN
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Bitcoin

Blockchain technology was first introduced in a whitepaper entitled: 

òBitcoin: A Peer-to-Peer Electronic Cash System,ó by Satoshi Nakamoto in 2008.

Bitcoin is a collection of concepts and technologies creating a digital money ecosystem.

Å A decentralized peer-to-peer network (the bitcoin protocol)

Å A public transaction ledger (the blockchain) (roughlyone block createdeveryten

minutes)

Å A decentralized mathematical and deterministic currency issuance (distributed mining)

Å A decentralized transaction verification system (transaction script)
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Bitcoin
SatoshiNakamoto: Bitcoin: A Peer-to-Peer Electronic Cash System
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Blockchain

A block headercontains:

Version: The block versionnumber.

Time: the current timestamp.

The current difficult target.

Hashof the previousblock.

Nonce.

The Merkle Root.
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difficulty

Mining is like a game, yousolve the puzzle and youget rewards. 

Setting difficulty makesthat puzzle much harder to solve and hencemore time-consuming. 

the difficulty target is a 64-character string (which is the sameas a SHA-256 output) whichbeginswith a 

bunchof zeroes. 

A numberof zeroesincreasesas the difficulty level increases. 

The difficulty level changes after every2016th block to produce a block every10 minutes.

The miner of everyblock is entitled to include a transaction giving themselves12.5 BTC out of nowhere. 

Additionally, there are "transaction fee".
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BTC Address
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BTC transaction

Way more complex than thisé
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CryptoPuzzles ðmining bitcoin

Whenthe Bitcoin mining software wants to add a new block to the blockchain, this is the procedure it follows.

Whenevera new block arrives, all the contentsof the blocks are first hashed. 

If the hash is lesser than the difficulty target, then it is added to the blockchain and everyonein the 

community acknowledgesthe new block.

However, it is not as simple as that. Youwill haveto be extremelyluckyto get a new block just like that. Thisis

wherethe noncecomesin.

The nonceis an arbitrarystring whichis concatenatedwith the hashof the block.

After that this concatenatedstring is hashedagainand comparedto the difficulty level. If it is not less than

the difficulty level, then the nonceis changedand this keepson repeatinga million times until finally, the 

requirements are met. Whenthat happensthe block is added to the block chain.
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Mining bitcoin 2009 - CPU

the first bitcoin miners used standard multi-core CPUs

If you had a couple computers lying around with decent specs 
you could have earned about five euro a day. 

The difficulty of mining was so low then it was worth it for 
hobbyists and crypto nerds to participate.
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Mining bitcoin 2010 - GPU

in October 2010 the code for mining bitcoin with GPUs was 

released to the general public.
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Mining bitcoin 2011 - FPGA

mining difficulty continued to rise, and with it, the power 

requirements would soon become too steep for your average 

hobbyist to make any money. 

By June 2011 field-programmable gate arrays (FPGAs) were 

becoming all the rage.

The biggest draw to this hardware was the fact that it used 

three times less power than simple GPU setups to effectively 

accomplish the same task.


