How many of you:

A Have heard of bitcoins?
A Own cryptocurrency?
A Feel you understand the underlying blockchain technology?
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Hash functions

Hashing is a process which you turn anything (as long as you can represent it as a string) into a fixed
length of bit string

Acryptographichashfunctionis a special class ohash functions which has variousproperties makingit ideal
for cryptography

1. Deterministic no matter how manytimes youhash a particular input, youwill alwaysget the same result
2. QuickComputation Thehash function should be capable of returning the hash of an inputquickly

3. PredmageResistance givenH(A)it is infeasible to determine A,whereAis the input and H(A)s the output
hash.

Small Changes In The Input Changes thiash
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SHA256hash functions

Here how you can try it in Python:

>>> import  hashlib

>>> hashlib.sha256( iAhhextligest Wor | do) .
0B94d27b9934d3e08ab52eb52d7da7dabfac484efe37ab538
>>> hashlib.sha256(" helli world"). hexdigest ()

'nd6952606cal8ccc9off86bb8874ceO0c61d7aadfb72363e323f9eb2d3e783a487'



The puzzle

| want to find a particular hash...
For example, | want two ZEROs at the end of the hash( A" 0 0 0 ) é
What string | have to use?

>>> import hashlib

>>> hashlib.sha256( iAhhexdigest Wor | do) .
0B94d27b9934d3e08ab52e52d7da7dabfac484efe3d37a538
>>> hashlib.sha256("hello world 1"). hexdigest ()
"063dbf1d36387944a5f0ace625b4d3ee3d36b2daef d8bda
é

>>> hashlib.sha256("hello world 238"). hexdigest ()

60d622375f29¢c4b358674794610404bdd1f4e060a724456



The puzzle

éand 3 ZEROs at the end of the hash (A0000) é?

>>> import  hashlib

>>> hashlib. sh 0)
5eff ddcc2edd90

| 5 |hexdigestr () d 3
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éand 67?2
>>> hashlib.sha256(fAhel |l o hexdigdstd ()281149820) .
3d28877e8af972f6732de4591245a87545b0221¢c26e446f09e98665a6d000000

| tds getting harder to find a solution, but e



The puzzled pythoncode

import hashlib

i=0
while True:
res = hashlib.sha256("hello world "+str( 1)). hexdigest()
if res.endswith("000000"):
print i
print res
break
i +=1



The puzzled create achain

How can the puzzle Adependso on the previous one?

>>> hashlib.sha256(fAhel Ihexdigestr ) d 31980) .
0838eeV925a5effd5a3337363e9a2e993e02eddcc2edd90cdd4f



The puzzled create achain

How can the puzzle Adependso on the previous one?

>>> hashlib.sha256(fAhel Ihexdigestr ) d 31980) .
0838eeV925a5effd5a3337363e9a2e993e02eddcc2edd90cdd4f

A new string!

>>> hashlib.sha256(n
SECOND hello world + 838ee925a5eff45a3337363e9a2e993e02eddcc2edd90cdd4fec14b0c6e59000

0 ) hexdigest ()
609b582alb5fd41f36¢cc0a396d4747507148f3bdde58a4d4bff 188

But this hash doesnot end with fA0000¢é



The puzzled create achain

How can the puzzle Adependso on the previous one?

>>> hash

l i b. sh 5 lhexdigestr ) d 31980) .
0838ee925abeff

a256( Aahel
e 45a2a3337363e9a2e993e02eddcc2edd90cdd4f

A new string!

>>> hashlib.sha256(n
SECOND hello world + 838ee925a5eff45a3337363e9a2e993e02eddcc2edd90cdd4fec14b0c6e59000

0 ) hexdigest ()
609b582alb5fd41f36¢cc0a396d4747507148f3bdde58a4d4bff 188

But this hash doesnot end with fA0000é | etds do t he

SECOND hello world +
838ee925a5eff45a3337363e9a2e993e02eddcc2edd90cdd4fec14b0c6e59000 + 1659
646eb8a72e26d849f9b755c39f0caa08013b61b4592f02abdd6



Whatis the Blockchain

The blockchainis basicallya linked list which containsdata and ahash pointer to the previousblock, hence
creatinga persistent, evergrowing, "blockchainthat constantlyupdatesto representthe latest state of the
ledger.

Whatis a hash pointer? Ahash pointer is similar to a pointer,but instead of just containingthe address of the
previousblockit containsthe hash of the data inside thepreviousblock.

N\ N 7 N
Block 51 Block 52 Block 53
Proof of work: Praof of work: Proaf of work: é Block 10 Block 11 Block 12 )
{::‘f:ff:: “-\ :?z:io::?ci "\\ :if?f::: [ Prev_Hash ] [ Timestamp ] Prev_Hash ] [ Timestamp ] Prev_Hash ] [ Timestamp ]
000000432g1za 1 000000885 7wy 000000zzxvzx5 [ mroot ][ nonce | [ mroot ][ nonce | [ mroot ][ nNonce )
[ Ti ) ( Tranzacton ) [ T cion ) = J
ransacion ran ransal
L Tk54ifux ) L dd5g31bm ) L Odbcvid ) /[rHashO}] [;ash23 ]
i ™ ' ) i B
| m: ) L 'I'zr;;::'tﬁT ) L Tarzhn:g::]n ] [ HashO ] [ Hash1 ] [ Hash2 ] [ Hash3
r B’ f ) il N T T T T
Transacion Transacton Trangacton [ >0 ] [ Tx1 ] [ ™>2 ] [ >3
weA232v32 001hk002 HoiudBa

=
S

N J J




Whatis the Blockchain

The blockchain is a decentralized, distributed and public digital ledger that is used to record information across
many computers so that any involved record cannot be altered retroactively, without the alteration of all
subsequent blocks.

Key concepts are:

A Decentralization: the information is not stored in a privileged central server but in all the individual
computers of each participant

A Immutability: no participant can modified a transaction after it has been recorded on the ledger

A Cryptography: integrity and security of the information on the blockchain are ensured with cryptographic
functions

A Transparency: participants know where the assets came from and how its ownership has changed over time
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Proof of work (mining)

Whenyouwantto set a transactionthis is what happensbehind the scenes

A Transactions areébundledtogetherinto what we call a block;

A Miners verifythat transactionswithin each block arelegitimate;

A miners solve amathematical puzzleknown as proof-of-work problem;
A A rewardis givento the first miner who solveseach blocks problem;
A Verifiedtransactions arestored in the public blockchain

Thisdmathematicalp u z Zhasa Keyfeature:asymmetry hard on therequesterside but easy to check for the
network.

Allthe networkminers compete to be the first tofind a solution for the mathematical problemthat concernsthe

candidate block a problemthat cannotbe solvedin other waysthan throughbrute forceso that essentially
requiresa huge number of attempts.

Whena miner finally finds the right solution, he/she announcesit to the whole network at the sametime,
receivinga cryptocurrencyprize (the reward)providedby the protocol.
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Reward

mining processis an operation of inversehashing it determinesa number (nonce), so thecryptographichash
algorithmof block data results inless than a giventhreshold.

Thisthreshold, calleddifficulty, is what determinesthe competitive nature of mining: more computing powes
added to the network, thenigherthis parameterincreases increasingalso the averagenumber of calculations

neededto create a new block.

Thismethod also increasesthe cost of the block creationpushingminersto improvethe efficiency of
their mining systemsto maintain a positiveeconomicbalance.



Merkle Tree

AMerkletree is a type of binarytree:
- eachnodeis the hash of its two children
- a single rootnode, also formed from the hash of its two children, representingthe "top" of thetree.

Hesn 0
hash( fate

Top Hash
)

™~

Hash
1
hash( =217 )

Hash Hash Hash Hash

0-0 0-1 1-0 1-1
hash(L1) hash(L2) hash(L3) hash(L4)

Data
L1 L2 L3 L4

Blocks




Somucht hi nlg s é

Be patient!L e tséeareal case:
BITCOIN

Mining
Proofof work
reward




Bitcoin

MAN OF THE YEAR

Blockchain technology was first introduced in a whitepaper entitled: < &
oOBitcoitoPe éAr PEleectronic Cash System, o K N a
‘ - '

Bitcon Founder
SATOSHI

Bitcoin is a collection of concepts and technologies creating a digital money ecosys ‘-’“‘"‘“"T‘" @

A A decentralized peeto-peer network (the bitcoin protocol)
A A public transaction ledger (the blockchairfljoughlyone blockcreated everyten
minutes)
A A decentralized mathematical and deterministic currency issuance (distributed mining)
A A decentralized transaction verification system (transaction script)



Bitcoin

SatoshiNakamota Bitcoin: A Peeto-Peer Electronic Cash System
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Someone requests The requested transaction The P2P network of nodes
a transaction. is broadcast to a P2P validates the transaction
network consisting of and the user’s status using
computers known as nodes. known algorithms.

Once verified,
the transaction
I is combined
I with other
transactions
to create a new
block of data
for the ledger.

The new block is then added to
the existing blockchain in a way
that is permanent and unalterable.

©) Blockgeeks

The transaction
is complete!

A verified transaction
can involve cryptocurrency,
contracts, records, or other

information.
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Cryptocurrency I

I Has no intrinsic
value in that it is
not redeemable for
another commodity.

il

Has no physical
form and exists
only in the

|
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I network.
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Its supply is not
determined by a
central bank, and
the network is
completely
decentralized.
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A blockheadercontains:

Version: The blockersionnumber.
Time: thecurrent timestamp.
Thecurrent difficult target.
Hashof the previousblock.

Nonce

TheMerkle Root.

Blockchain
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difficulty

Miningis like a game,yousolve the puzzle and/ouget rewards
Settingdifficulty makesthat puzzlemuch harderto solve andhence more timeconsuming

the difficulty targetis a 64-characterstring (whichis the same as a SHA256 output) whichbeginswith a

bunch of zeroes
Anumber of zeroesincreasesas the difficulty levelincreases
Thedifficulty level changesafter every2016th block to produce a blockevery10 minutes.

Theminer of everyblock s entitled to include a transaction givindhemselves12.5 BTC out onowhere
Additionally there are "transaction fee".

6 Manth Hash Rate Trend (Linear Scale)
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BTC Address
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Public Key Bitcoin
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Base58Check Encode

Double Hash (SHA256 +

RIPEMD160)




BTC transaction

Transazione ottieni informazioni su una transazione bitcoin

ac60220bed2a%ae91adiacd8594c34cdaleasT112988MmE6d6bchdcGbeTbi2ca

bcigdnjnjhvAh7drws852eq0caspmuzsicex48u3sy =)  38hm7FKKQDZGSFJICTe2xiq) TEfCkEytam 0.13765206 BTC
bcigdnjnjhvAh7drws852eq0caspmuzsiccx48u3sy 0.00125492 BTC

0.13890698 BTC

Sommario Input e Output
Dimensiane 667 (byte) Totale Input 0.14048818 BTC
Peso 1378 Totale Output 0.13890698 BTC
Orario di 2019-05-22 20:59:16 tasse 0.0015812 BTC
Ricezione
Tariffa per byte 237.061 sat/B
Incluso nei 577303 ( 2019-05-22 21:16:53 + 18 minuti
Blocchi ) Tariffa per unita di peso 114.746 sat/Wu
conferme 2 Stima dei BTC scambiati 0.13765206 BTC
Visualizza Osserva il Grafico ad Albero Script Mostra gli script e la coinbase

Way more complexhan thisé



CryptoPuzzlesd mining bitcoin

Whenthe Bitcoin mining softwarevantsto add a new block to the blockchainthis is the procedureit follows.
Whenevera new blockarrives, all the contents of the blocks are firsthashed.

If the hashis lesserthan the difficulty target, then it is added to the blockchain andeveryonein the
communityacknowledgesthe new block.

However it is not as simple as that. Youwill haveto be extremelyluckyto geta new block just likethat. Thisis
wherethe nonce comesin.

Thenonceis an arbitrary string whichis concatenatedwith the hash of the block
Afterthat this concatenatedstring is hashedagainand comparedto the difficulty level. If it is not less than

the difficulty level,then the nonceis changedand this keepson repeatinga million times until finally, the
requirements aremet. Whenthat happensthe blockis added to the blockchain.



Mining bitcoin 2009 - CPU

the first bitcoin miners used standard muttore CPUs

If you had a couple computers lying around with decent specs
you could have earned about five euro a day.

The difficulty of mining was so low then it was worth it for
hobbyists and crypto nerds to participate.




Mining bitcoin 2010 - GPU

in October 2010 the code for mining bitcoin with GPUs was
released to the general public.




Mining bitcoin 2011 - FPGA

mining difficulty continued to rise, and with it, the power
requirements would soon become too steep for your average
hobbyist to make any money.

By June 2011 fieldprogrammable gate arrays (FPGAS) were
becoming all the rage.

The biggest draw to this hardware was the fact that it used
three times less power than simple GPU setups to effectively
accomplish the same task.



