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Multimodal 
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Multibiometric  systems 
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Å Biometric Systems  
o Short introduction  
o Multibiometric Systems  
 

Å Data Normalization  
o Existing functions  

o Quasi Linear Sigmoid Function (QLS)  

 
Å System Response Reliability  

o Existing margin -based approaches  

o Proposed reliability indexes SRR I e SRR II 

 

Å Supervised Fusion  
o The Supervisor 

o Performances by Supervisor  

 

Å Cross Testing Protocol  
o Architecture  

o Performances  

 

Å Introduction to Ambient Intelligence  
o Definitions and trends  

o Interacting with an intelligent ambient  
 

Å Conclusions  

Presentation Outline  
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Why  biometric  systems 
  At present , recognition  (often  for authentication  

purposes ) is performed  according  to two  

modalities : 

ÅSomething  one  owns : a card or a document  é but  

é it can be lost or stolen  

 

 

ÅSomething  one  knows : an individual  or community 

password é but  é it can be guessed , wormed  out 

or forgotten  
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Access Types 
 

ÅPhysical Access  
o Room  

o Building  

o Area  

ÅLogical Access  
o Electronic resources  

o Critical data  
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Why  biometric  systems 
ÅBased  upon  what  

one  is 

Biometric 

Key 
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Why  biometric  systems 

Hallo Grandma, do you mind  
if I scan your iris? 
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Architecture of a 
Biometric System 

Acquisitio
n 

Feature 
Extraction 

Featur 
Vector 

Template 
Template 
Archive  

Compariso
n 

Similarity  
measure 

Threshold 

Decision 

Acquisitio
n 

Feature 
Extraction 

Featur 
Vector 

Template 
Template 
Archive  

Enrollment: 

Capture  and processing of user 

biometric data for use by 

system in subsequent 

authentication operations 

(gallery).  

Recognition: 

Capture and processing of user 

biometric data in order to render an 

authentication decision based on the 

outcome of a matching process of the 

stored to current template. 

(verification 1:1 identification 1:N) 
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Modules of a biometric 
system 

 A biometric systema is generally designed to operate with 
four modules.  

 
Å Sensor Module :  where  biometric data are caught.  

 
Å Feature extraction module :  where a set of main 

characteristics is extracted from acquired data. During 
enrollment it produces the templates to be stored in the 
system. 
 

Å Matching module:  where extracted features are matched 
with stored templates to return one or more matsching 
scores. 
 

Å Decision module:  where a decision is made according to 
matching results.  
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Biometric System ɬ Pattern 
Recognition System 

Two patterns are similar if the measure of the distance between 

their feature vectors, once suitably defined, is sufficiently small 
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Requirements for a 
biometric trait  

 
Å Universality  
 ð The trait must be owned  by any  person  (except  for rare 

exceptions  é)  
Å Uniqueness  
 ð Any  pair  of people  should  be different  according  to 

the biometric  trait   
Å Permanence  
 ð The biometric  trait should  not  change  in time  
Å Collectability  
 ð The biometric  trait should  be measurable  by some 

sensor 
Å Acceptability  
 ð Involved  people  should  not  have  any  objection  to 

allowing  collection / measurement  of the trait  
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Acknowledged  techniques in X9.84 - 2003 Standard  

(minimum security requirements for an effective use of biometrics) 

Å Fingerprints  biometry  ð fingerprint  
recognition   

Å Eye biometry  ð iris and retina  
recognition  

Å Face biometry  ð face recognition  
(photo , infrared ) 

Å Ear biometry  ð ear  recognition  
Å Hand  biometry  ð finger geometry  

 
Å Signature  biometry  ð signature  

recognition  (still and dynamic ) 
Å Keys typing  

 
Å Voice biometry   ð vocal  

recognition  
 

Å DNA Biological Traces 

Physiological 

Features 

Behavioural 

Features 

Mixed features 

miste 
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Voice: Gaussian Mixture 
Model (GMM)  

From: Dr. Andrzej Drygajlo, Biometrics for Identity verification, 2007 
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Signature 
 

From: Dr. Andrzej Drygajlo, Biometrics for Identity verification, 2007 
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Fingerprint  
 

First level 

global 

Second level 

local 
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Iris  
 

 

J. Daugman,ñBiometric Personal Identification  System Based on Iris Analysisñ,  

US Patent5291560, 1994 
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Retina 
 

From: M. Nappi, Sistemi Biometrici, 2009 

ÅRetina scanning 

īMapping of capillary vessels  

  on the eyeground 



16/05/2012 

9 

Maria De Marsico - demarsico@di.uniroma1.it  

Face 
 

From: D. Riccio, Face Recognition, 2007 
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PIFS 
 

ÅPIFS = Partitioned  Iterated  Function  System 
 

ÅA powerful  fractal -based  approach  to image 

compression  and indexing  
 

ÅExploits and codes  the image self -similarities 
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PIFS(cont.) 
 

ÅEvolution  of IFS or Iterated  Function  System 

ÅArbitrary  Image -> affine transformations  -> 
finale image(self -similar). 

IFS: (a) Initial image (b) image obtained 
at first iteration 

ÅOnly transformations can be recorded to recreate the final 
image 

ÅReal images are not perfectly self-similar 

Image generated by an  
IFS (self-similar) 
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PIFS(cont.) 
 

 

ÅAn image can be composed  by copies  of a set 

of its subparts  

ÅThe image is partitioned  in square  non -

overlapping  regions  called  ranges  
 

ÅFurther square  overlapping  reagions , called  

domains , are also identified  (side lenght  = 2 

side lenght  of ranges ) 
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PIFS(cont.) 
 

Dominio 

Range 
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PIFS: self-similarities 
coding  

Each  range  is coded  through  the best approximating  domain after  a suitable  

affine transformation  
 



16/05/2012 

12 

Maria De Marsico - demarsico@di.uniroma1.it  

PIFS: self-similarities coding (range 

location) 

Range blocks 

Å They represent a coverage of the image. 

i
i

rI Ç=

jirr ji ¸"Å=Æ ,

This means 212 8×8 ranges, 
on a 512×512 pixel image. 
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PIFS: self-similarities coding 

(domain location)  

Domain blocks 

This means 218 16×16 domain, 

for a 512×512 pixel image. 
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PIFS: self-similarities coding 

(range/domain matching )  

Maria De Marsico - demarsico@di.uniroma1.it  

Rearranging PIFS to face 

Recognition 
Face Segmentation 
 

The face image is segmented in 
four  different  regions (eyes, 
nose, mouth)  and each one is 
segmented  independently . 
 
In this way, the feature 
extraction process is made local 
and the the effect of partial  
occlutions on  the face image is 
mitigated . 

A.F. Abate, R. Distasi, M. Nappi, D. Riccio, ñFace Authentication using Speed Fractal Techniqueò, in Image and Vision Computing , vol. 24, no. 9, September 

2006, pp.977-986.  

A.F. Abate, M. Nappi, D. Riccio, G. Sabatino, ñFace Recognition: A Survey on 2D and 3D Technquesò, Pattern Recognition Letters, vol. 28, n° 14, pp. 1885-1906, 

2007.  

M. De Marsico, M. Nappi, D. Riccio. FARO: FAce Recognition Against Occlusions and Expression Variations. IEEE Transactions on Systems, Man, and 

Cybernetics ð Part A: Systems and Humans, Vol. 40, No. 1, January 2010, pp. 121-132 
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FARO 
 

Å FARO (Face Recognition  against  Occlusions ). 

Å Face divided  into  regions , PIFS is executed  on each  region  . 

Å Domains  are clustered . 

Å A list of centroids  is created  for formatching . 
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The use of biometric traits 
Biometric traits are a ònaturaló authentication methodology 
 
ÅBenefits  

o Biometric traits cannot be lost, lent, stolen or forgotten (or 
changed either é see below) 

o The user must only appear in person  
 

ÅDrawbacks  
o They do not ensure 100% accuracy  
o Some users cannot be recognized by some technologies 

(e.g. heavy workers show damaged fingerprints)  
o Some traits may change over time (e.g. face)  
oIf a trait is òcopiedó, the user cannot change it, as it 

happens for usernames or passwords (plastic surgery ?)  
o Biometric devices may be unreliable under some 

circumstances.  
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Biometric System ɬ 
Possible errors 

A score is said genuine (authentic) if it results from matching two samples of the 

biometric trait of a same enrolled individual; it is said impostor if it results from 

matching the sample of a non-enrolled individual.  
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Biometric System ɬ 
Possible errors 
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Problems: possible wide 
intra -class variations 
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Problems: possible very small 
intra -class variations  

Twins Father and son 
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Problems: noisy and/or 
distorted acquisitions  

Poor quality fingerprints  

(eg. heavy worker) 

Non uniform lighting  
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Problems: non 
universality  

4% of population presents poor quality fingerprints 

In some groups it is a particularly widespread characteristic (eg. elderly people) 


